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ABSTRACT

The Horizon Europe project EVERY1, "Enable eVeryone's Engagement in the eneRgY transitiON," aims to foster broad
participation in the energy transition and digitalisation. This report, D2.2, addresses critical aspects of digital
technology adoption within this context, focusing on enabling their effective procurement. The successful integration
of digital technologies is pivotal for a modernised energy system, yet stakeholders often face challenges in navigating
the complex landscape of technical specifications, economic viability, and user acceptance.

This deliverable aims to:

1. Identify technical gaps and barriers hindering the adoption and seamless integration of digital technologies in
the energy sector.

2. Analyse the economic feasibility of key digital energy services, particularly where discrepancies exist between
service maturity and adoption rates.

3. Compile a structured repository of tools designed to help stakeholders assess the Return on Investment (ROI)
for various digital services.

4. Develop a set of best practices and acceptability criteria, based on the UTAUT2 model, to guide the evaluation
and procurement of digital technologies.

The methodology involved a comprehensive review of existing technical and regulatory frameworks (including GDPR,
ETSI cybersecurity standards like EN 303 645, and interoperability standards such as SAREF), Cost-Benefit Analyses
(CBAs) for eleven distinct digital energy services (e.g., remote consumption communication, V2G, load disaggregation),
and the provision of a curated collection of practical tools to enable stakeholders to evaluate the economic feasibility
of various digital services, thereby supporting their decision-making.

Key outputs of this report include an analysis of technical requirements for privacy, security, and interoperability;
detailed economic feasibility assessments; a collection of ROI tools accessible via the EVERY1 Knowledge Hub; and
actionable best practices and acceptability criteria for technology procurement. Ultimately, D2.2 provides valuable
insights and practical resources for stakeholders (such as energy communities, DSOs, and technology providers) to
make informed decisions, thereby facilitating wider engagement in the energy transition and supporting the EU's
digitalisation and decarbonisation objectives.

Key findings are delivered across three pillars. Technically, the report identifies interoperability as a more pressing
barrier than privacy or cybersecurity. Economically, it demonstrates that the financial viability of many services is not
yet assured, explaining the disconnect between maturity and adoption. Socially, it establishes that user-centric factors
like social influence and perceived ease of use are often more critical to acceptance than cost alone.
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1 Introduction

The purpose of this report is to address critical aspects of digital technology adoption in the context of energy
transition by focusing on the following objectives:

Identification of Technical Gaps: Examine and identify gaps in both functional and non-functional requirements that
hinder the adoption of digital technologies, as well as barriers that impede seamless integration and utilisation.

Economic Feasibility Analysis: Investigate the economic viability of services where there is a disconnect between the
service’s maturity and its adoption rate, to assess if economic feasibility is a contributing factor to low adoption.

Collection of ROI Tools: Compile a suite of tools designed to provide ecosystems and stakeholders with actionable
insights into the return on investment (ROI) for various digital services.

Best Practices and Acceptability Criteria: Develop a set of best practices and criteria to evaluate the acceptability of
digital technologies, ensuring their relevance and effectiveness in achieving energy transition goals.
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2 Technical requirements for digital products/services

This chapter reviews the technical requirements for digital services, focusing on the core pillars of cybersecurity, data
privacy, and interoperability. Within this context, it provides a dedicated analysis of ongoing initiatives and security
considerations unique to Al-based solutions. The fulfilment of these points builds the basis for the implementation of
digital services.

2.1 Privacy and Data Protection

Digital applications for forecasting, optimisation, and predictive maintenance generate significant data. It is essential
to determine data ownership and sharing protocols. Different regulations exist to define a framework.

The General Data Protection Regulation (GDPR) (2016/679) defines conditions for personal data processing (see Article
5 for key principles like data minimisation and lawfulness). For example, the Internal Electricity Market Directive also
emphasises GDPR relevance in the energy sector, particularly in Article 6, "Lawfulness of processing." In forecasting
and predictive maintenance, "data protection principles should apply to any information concerning an identified or
identifiable natural person" (GDPR, 2016, Recital 26). Furthermore, even if the data collected for the forecasting are
anonymised, the pattern of energy consumption can reveal some personal information about the final consumer. In
that case, “if technological developments allow anonymised data to become personal data, then GDPR applies”
(Regulation (EU) 2018/1807, 2018, Recital 9).

Moreover, the Regulation on the free transfer of non-personal data (2018/1807) facilitates using non-personal data
across borders (see Article 4 for localisation rules). For example, an energy sharing platform can function with users
across Europe as demonstrated by the Regulation (EU) 2018/1807, 2018, Article 4, Recital 1.

In addition, in 2014, the 'Data Protection Impact Assessment (DPIA) Template for Smart Grid and Smart Metering
Systems' (Recommendation 2014/724). To give an example, an Energy Provider which install smart meters that collect
real-time electricity usage data. The DPIA should describe the envisaged processing operations, which in this case
includes the collection of real-time electricity usage data, its transmission, storage, and analysis for grid optimisation
and personalised recommendations. Also, an assessment of the risks to the rights and freedoms of data subjects (Data
Protection Impact Assessment Template for Smart Grid and Smart Metering Systems, 2014, Recital 14).

The European Commission, supported by the Smart Energy Expert Group, should develop guidelines for national data
management frameworks. These guidelines must enforce GDPR compliance, interoperability standards, and consumer
empowerment, building on existing frameworks like Implementing Regulation (EU) 2023/1162 (“Smart grids and
meters” the European Union) and the CEER’s principles of Privacy, Transparency, and Non-discrimination (Council of
European Energy Regulators asbl, 2015).

2.1.1  GDPR Provisions for Privacy Assurance

In the energy sector, GDPR provisions establish a secure foundation for data handling and privacy compliance, playing
a vital role in balancing innovation with individual rights and data security. This foundation is constructed from several
core tenets. The following list details the most critical principles and data subject rights that digital energy services
must address to be compliant:
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e Data Minimisation: Digital solutions generate massive amounts of data. The principle of article 5(1)(c) ensures

that only the necessary data are collected and processed. This is important because:

o

Efficiency and Sustainability: By limiting data collection to what is essential, it is possible to optimise
data processing and reduce costs that lead to a more efficient management of the energy resources.

Risk Reduction: By minimizing the data, it reduces the potential breaches and misuse while enhancing
the overall security of the energy system. It is a crucial point when you are handling data consumption
and operational metrics.

In short, personal data must be adequate, relevant, and limited to the intended purposes (Article 5(1)(c)).

For example, to provide a homeowner with insights into their daily energy usage patterns, collecting data

at 15-minute intervals is generally adequate. In contrast, collecting it at one-second intervals would likely

be considered excessive, as this level of granularity is not only unnecessary for the stated purpose but is

also highly intrusive, capable of revealing personal information such as the specific appliances in use and

the occupants' daily routines.

e User Consent Management: Smart Energy technologies rely on personal data to deliver tailored services.

GDPR’s requirements for user consent ensure that:

@)

Informed Participations: Users must be informed about why their data is collected and how it will be
used. It makes the users conscious about their involvement in the energy system.

Control and Autonomy: Users have the right to withdraw their consent at any time. They keep control
over their personal information. For this reason, they feel more comfortable with the adoption of
digital solutions.

To summarise, the consent must be freely given, specific, informed, and unambiguous, with a right to

withdraw at any time (Article 7).

e Data Subject Rights: In the context of digital energy management, robust rights over personal data is

particularly significant:

@)

Access and Transparency: The users have the right to access their data, enabling them to verify how
their data—including consumption figures, operational metrics, and other personal information—is
processed.

Accuracy and Rectification: The users have the right to correct the data to be sure that no errors in
their energy consumption are present.

Erasure and Portability: The users have the right to erase or transfer their data. It allows them to
manage their data as they want (i.e., switch energy service providers without losing their historical
energy consumption). This is important because it supports a competitive and user-centric energy
market.

Overall, the following articles are important in Energy systems: Right of Access (Article 15), Right to Rectification
(Article 16), Right to Erasure ("Right to be Forgotten") (Article 17), Right to Data Portability (Article 20).
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Additionally, data controllers must inform supervisory authorities such as France’s CNIL or Germany’s BfDI- within 72
hours of a breach (Article 33). Plus, they must promptly alert affected users if the breach poses a high risk (Article 34).
These supervisory authorities play an important role in monitoring compliance and increasing data protection
regulations guiding corrective actions. Ultimately, they help preserve the resilience and reliability of digital energy
infrastructure.

2.1.2  Alignment with ETSI EN 303 645: Cyber Security for Consumer loT

ETSI EN 303 645 further strengthens privacy and data protection standards by aligning with GDPR principles while
addressing specific loT security challenges. This includes robust mechanisms for secure data storage, minimising
attack surfaces, and ensuring privacy-by-design for consumer devices. While GDPR sets overarching rules for personal
data protection, ETSI EN 303 645 provides technical guidelines tailored to loT environments, complementing GDPR by
offering actionable security measures for developers and manufacturers. These measures include:

e Secure Storage of Sensitive Data (Clause 5.4): Sensitive security parameters stored on loT devices must be
protected using robust mechanisms. This includes the use of Trusted Execution Environments (TEE), encrypted
storage, Secure Elements, or Dedicated Security Components. Such measures safeguard critical data like
authentication keys, cryptographic credentials, and user information against unauthorised access. Devices
should implement these mechanisms as part of their core security framework, ensuring compliance with
baseline cybersecurity standards.

e Minimising Attack Surfaces (Clause 5.6): loT devices must disable all unused network and logical interfaces to
minimise exposure to potential threats. This includes shutting down ports, deactivating debug modes, and
securing physical interfaces to prevent unauthorised access. For example, manufacturers often overlook
disabling open ports used during development or leaving debug interfaces like JTAG or UART accessible, which
attackers can exploit. Reducing hardware vulnerabilities also involves implementing tamper-resistant designs
and ensuring firmware protections are robust. These measures collectively limit attack vectors, enhancing
security in digital ecosystems.

2.1.3  Al-Based Solutions for Energy Applications
The ETSI GR SAIl (European Telecommunications Standards Institute - Security of Al) provides essential guidelines to

ensure trustworthy Al implementation.

These guidelines focus on ensuring transparency in Al decision-making, maintaining robustness against attacks or
failures, and fostering fairness in algorithmic outcomes. For example, by guaranteeing that the Al algorithm predicting
community energy consumption trends does not disadvantage specific socio-economic groups by assigning a wrong
energy price based on the historical pattern and location.

These principles (non-discrimination, equality of opportunity and equitable outcomes) aim to reduce biases and
ensure fairness in the treatment of the different users.

These guidelines are not mandatory, but they are essential recommendations. It is strongly encouraged to follow these
guidelines to reach secure and equitable Al applications.

Al's role in enabling the following critical processes is highlighted:
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o Data Gathering: Collecting relevant and accurate data from various sources. Al's role is not passive; it
actively improves data quality and efficiency, for instance, through real-time filtering of anomalous
data at the edge, adaptive sampling to optimise collection frequency, or generating synthetic data to
protect privacy.

o Data Processing: Analysing collected data to uncover patterns and insights that drive decision-making.
Al excels at this, using techniques like clustering algorithms to segment users by consumption
behaviour or predictive models to identify deviations from normal grid operation that may indicate
faults.

o Applying Insights: Transforming analysis into actionable outcomes that optimise energy distribution
or improve system efficiency. This is where Al delivers direct value, for example, through
areinforcement learning agentthat dynamically adjusts a building's HVAC system or
a recommendation engine that provides personalised energy-saving tips to users.

The quality of the data collected from the different devices (i.e., smart-meters, loT devices) has an important impact
on the Al's security capabilities. Reliable data allow the predictive analytics and the detection of anomaly to work
effectively. Additionally, it is reducing the false positives and improving the system's robustness. Al's impact on system
reliability and security through:

o Risk Likelihood: Reducing the probability of system vulnerabilities being exploited by integrating
predictive analytics and anomaly detection.

o Robustness in Threat Landscapes: Enhancing the ability of Al systems to operate reliably under
varying conditions, including handling adversarial inputs or unexpected system behaviours.

Below are different examples of how Predictive Analytics can reduce the vulnerabilities of the system:

e Threat Detection: Predictive analytics helps to identify security threats before they become important. Al
behaviour modelling detects anomalies to prevent cyberattacks. "Al can protect data using behaviour
modelling in identifying malware and can have automated measures to counter these attacks".(TR 104 225 -
V1.1.1 - Securing Artificial Intelligence TC (SAl); Privacy Aspects of Al/ML Systems, n.d.)

¢ Preventing Data Poisoning: Al models rely on real-time data from loT devices and smart meters, but malicious
actors may inject faulty data. Predictive analytics identifies such threats early. "Research by Microsoft
highlights data poisoning as the greatest current security threat in this space, due to the lack of standard
common detection and security measures.". Implementing anomaly detection helps filter out corrupted
data.(TR 104 048 - V1.1.1 - Securing Artificial Intelligence (SAl); Data Supply Chain Security, n.d.)

e Federated Learning Security: Federated learning trains Al models across networks while limiting data
exposure, reducing certain security risks. Predictive analytics detects inconsistencies that may indicate an
attack. "Federated learning allows models to be trained on large amounts of data while limiting the exposure
or movement of raw data. Although not free of security threats, the approach has been shown to reduce the
effectiveness of data poisoning attacks". (TR 104 048 - V1.1.1 - Securing Artificial Intelligence (SAl); Data Supply
Chain Security, n.d.)

Moreover, these are different examples of how Al can enhance the robustness of the system about the Threat
Landscapes.
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Adversarial Training for Energy Security: Al-based energy systems use adversarial training to counter
manipulated data. "Adversarial training consists in training the model on a training data set augmented with
correctly labelled adversarial examples, thus making sure the model will not be fooled by adversarial
examples." (TR 104 222 - V1.2.1 - Securing Artificial Intelligence; Mitigation Strategy Report, n.d.)

Mitigating Data Poisoning: Smart grids use Al defences to detect and filter poisoned data. "Mitigations against
training attacks are summarised and analysed, i.e. mitigations to protect the machine learning model from
poisoning attacks and backdoor attacks." (TR 104 222 - V1.2.1 - Securing Artificial Intelligence; Mitigation
Strategy Report, n.d.)

Ensemble Learning for Grid Stability: Al combines multiple classifiers to improve resilience against adversarial
attacks. "Ensemble methods construct a set of classifiers to classify a new data input by a combination of their
predictions. This increases model resilience against adversarial perturbations.” (TR 104 222 - V/1.2.1 - Securing
Artificial Intelligence; Mitigation Strategy Report, n.d.)

Defending Against Evolving Threats: Al adapts to emerging cyber threats using deep learning techniques.
"Deep learning Discriminative Adversarial Network (DAN) is demonstrated to be robust against real-world
obfuscation techniques and generalizes over future obfuscation methods not seen during training." (TR 104
221 - V1.1.1 - Securing Artificial Intelligence (SAl); Problem Statement, n.d.)

By adhering to these standards, Al systems can: Ensure transparent decision-making, mitigate biases effectively and
enhance robustness to adapt to diverse conditions and threats. The robustness is related to both adaption and threat,
mitigation, according to (TR 104 222 - V1.2.1 - Securing Artificial Intelligence; Mitigation Strategy Report, n.d.), by:

Adversarial training exposes Al models to manipulated inputs, preventing evasion attacks and reinforcing
reliability.

Certifiable training techniques, such as Lipschitz regularisation and randomised smoothing, improve
adaptability, making Al resilient to noise and operational fluctuations in predictive maintenance.

Regularization stabilises Al by reducing sensitivity to small input variations, ensuring accurate forecasting even
during changes.

Enhancement-based mitigations, such as model optimisation, strengthen Al against manipulation attempts.
Adversarial detection mechanisms identify manipulated inputs, protecting against fraudulent data.
Quantization techniques reduce adversarial perturbations while maintaining accuracy in predictions.
Securing the data supply chain prevents cyber threats in Al-driven systems.

Data sanitisation removes biased inputs, enhancing forecasting accuracy.

Gradient shaping ensures Al models do not learn from manipulated data, preserving system integrity.

These principles are particularly relevant in energy applications, where Al systems are employed for predictive
maintenance, anomaly detection, and load forecasting. Predictive maintenance algorithms, for example, can leverage
these standards to forecast equipment failures accurately while preserving data integrity and fairness, thus increasing
stakeholder trust.
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Adhering to ETSI GR SAl ensures Al systems in energy applications remain explainable, robust, and unbiased, fostering
trust and regulatory compliance. ETSI GR SAl serves as a bridge between technical expertise and regulatory
requirements, complementing broader Al regulation, particularly the EU Al Act. It provides security frameworks for Al
computing platforms, aligning with regulatory mandates for transparency, accountability, and system security. By
mitigating Al-enhanced threats and securing Al from attacks, ETSI GR SAIl contributes to the safe and responsible
deployment of Al in energy applications, reinforcing compliance with emerging global governance standards.

Example: An Al algorithm predicting energy consumption trends for a community must adhere to ETSI GR SAIl by
ensuring that its decision-making process is transparent and free of discriminatory patterns. This strengthens
stakeholders’ trust and ensures compliance with broader regulatory frameworks. Failure to comply may result in
regulatory penalties, such as fines under the EU Al Act, or operational inefficiencies, including inaccurate predictions
leading to misallocation of energy resources and financial losses.

2.14 Possible Barriers and Recommendations

In the context of energy data management, several barriers slow down the progress. One major challenge is GDPR
inconsistencies, as varying interpretations of different articles (i.e., Articles 5 [data processing principles] and 6
[lawfulness]) create significant uncertainty. These inconsistencies arise from both national interpretations across EU
member states and industry-specific applications, where different sectors struggle to apply GDPR provisions in their
unique contexts. Additionally, the e-Privacy Regulation proposal has been officially withdrawn by the European
Commission as of 11 February 2025. The decision was made due to a lack of agreement among EU member states,
technological and legal obsolescence, and pressure from industry groups, perpetuating inconsistencies in GDPR
enforcement by leaving gaps in harmonisation across EU member states. It fails to provide clear guidance on consent
mechanisms, electronic communications privacy, and metadata protection, resulting in continued legal uncertainty
for businesses and data controllers.

Another barrier is limited access to high-resolution data, as smart meter data remains unevenly accessible, which
restricts its use for optimisation and analysis. Due to infrastructure constraints, many smart meters are configured
to aggregate and provide data in 15-minute or hourly intervals, which limits the granularity needed for accurate
forecasting and demand-response programmes.. High-resolution data is often restricted due to the cost of upgrading
smart meter infrastructure.

Potential Solutions and Initiatives:

1. Super-Resolution Methods: Advanced machine learning techniques, such as Convolutional Neural Networks
(CNNs) and Generative Adversarial Networks (GANs), can reconstruct high-resolution smart meter data from
low-resolution measurements, reducing reliance on costly hardware upgrades.(lversen et al., 2023)

2. Infrastructure Upgrades: Investment in high-speed broadband networks and improved smart meter
communication channels to enable real time data transmission.(lversen et al., 2023)

3. Regulatory Reforms: Reassessing privacy laws to find a balance between consumer data protection and the
operational benefits of real-time data sharing.(Teng et al., 2022)

4. Cost-Effective Smart Metering: Some approaches focus on reducing costs by upgrading existing electricity
meter infrastructure with affordable components while ensuring accurate data collection. Instead of requiring
entirely new installations, these solutions enhance current systems, making smart metering more accessible
and financially viable for widespread adoption.

Broader Impact on Energy Transition Goals
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Barriers in energy data management have a cascading impact on broader energy transition goals. Regulatory
uncertainties—such as inconsistent interpretations of GDPR Articles — slow down data sharing among utilities and
third parties. This legal ambiguity delays the development of compatible systems that can rapidly adjust to renewable
variability.

Additionally, limited access to high-resolution smart meter data reduces the accuracy of load forecasting and the
effectiveness of demand-response programs. High-frequency data is critical for balancing intermittent renewable
generation with fluctuating consumer demand, which is a key part of grid modernisation. Without comprehensive
smart meter networks providing near real-time data, achieving climate targets and improving grid flexibility becomes
significantly more challenging.

Finally, the high costs associated with upgrading existing smart meter infrastructure further slowdown the integration
of technologies that can enhance grid resilience and renewable adoption. Overcoming these challenges requires
combined efforts in regulatory reforms, technological innovation (such as super-resolution methods), and coordinated
infrastructure investments to ensure a data-driven, flexible, and sustainable energy system.

Recommendations
To address these barriers, several recommendations are proposed, categorised into three key areas:
Regulatory Solutions

1. Standardising GDPR Implementation: The European Data Protection Board (EDPB) should lead efforts to
harmonise GDPR interpretations across EU member states. This includes facilitating cooperation through
meetings and training sessions, issuing guidelines to clarify GDPR provisions, and promoting uniform
enforcement. While most guidelines remain non-binding, the EDPB's binding decisions in dispute resolution
cases should enhance legal clarity. Strengthening collaboration among national authorities and improving the
consistency mechanism will help ensure a more predictable and efficient regulatory framework.

2. Regulatory Incentives for Smaller Consumers: Governments and stakeholders should provide subsidies or
incentives to make real-time data technologies more affordable for smaller users.

3. Privacy-by-Design Implementation: Mandating privacy-by-design principles for all hardware and software
systems to ensure user control, transparency, and trust.

Technical Solutions

1. Smart Meter Infrastructure Upgrades: Addressing disparities in the rollout of smart meters to ensure
equitable access to high-resolution data.

Funding Mechanisms

o European Investment Bank (EIB) Loans: EIB has provided significant funding for smart meter rollouts
in several EU countries, supporting large-scale deployment.

o Modernisation Fund: A key EU financing instrument that supports smart meter projects in lower-
income member states, accelerating infrastructure improvements.

o National Climate Action Plans: Some countries allocate funds from their climate budgets to facilitate
smart meter adoption as part of broader energy efficiency strategies.
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Regulatory Drivers

o Mandatory Rollout Targets: The EU mandates that member states ensure at least 80% smart meter
penetration among consumers, driving national-level deployment efforts.

o Cost-Benefit Analysis Requirements: The CBA analysis serves as a justification for the feasibility of
implementing intelligent metering systems rather than a regulatory driver. It helps assess whether
smart meter deployment is economically viable, considering factors such as infrastructure costs,
expected efficiency gains, and consumer benefits. While it informs decision-making, it does not
mandate rollout targets but rather provides the basis for policy and investment strategies.

o Energy Efficiency Directives: EU directives promote smart meters as a tool for achieving energy
efficiency goals, fostering both consumer empowerment and demand-response capabilities.

2. Parallel Metering for Energy Communities: Encouraging energy communities to adopt privacy-compliant
parallel metering systems to enhance their operations. Unlike conventional metering, parallel metering
enables individual and collective monitoring, allowing precise tracking of household and community energy
flows. This system facilitates peer-to-peer energy trading, fair billing mechanisms, and integration with smart
grids, providing greater transparency and operational efficiency. Additionally, the use of blockchain-based
systems and loT integration ensures secure, automated, and tamper-proof transactions, making energy
sharing within communities more efficient and equitable.

Consumer-Focused Solutions

1. Improving Transparency and Consent: Ensuring clear communication about how consumer data is processed,
stored, and shared, fostering greater trust in energy data management systems.

Alignment with EU Energy and Digitalisation Goals

These recommendations align with the broader EU energy and digitalisation goals by supporting the transition
towards a smart, green, and resilient energy system. The harmonisation of GDPR interpretations directly contributes
to seamless data exchange, a key priority outlined in the EU Digitalisation of Energy Action Plan. Additionally,
investments in smart meter infrastructure and real-time data availability align with the EU’s push for interoperability,
consumer empowerment, and energy efficiency. Furthermore, the promotion of privacy-compliant parallel metering
systems reinforces the EU’s ambition to integrate peer-to-peer energy trading, decentralised grids, and data-driven
energy management. These measures not only strengthen cybersecurity and data governance but also foster
innovation and private investment, helping the EU achieve its climate and digitalisation objectives outlined in the
European Green Deal and REPowerEU strategies.(Communication from the Commission to the European Parliament,
the Council, the European Economic and Social Committee, and the Committee of the Regions: Digitalising the Energy
System - EU Action Plan, 2022)
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2.2 Cybersecurity

In late 2020, the European Commission and the High Representative of the Union for Foreign Affairs and Security
Policy introduced a new EU Cybersecurity Strategy to safeguard critical sectors such as hospitals, the energy sector,
railways, and the rapidly growing number of connected devices in homes and workplaces from cyberattacks
(Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.; The Cybersecurity Strategy | Shaping Europe’s Digital
Future, n.d.). Building on these earlier initiatives, a major development has been the adoption of the NIS2 Directive
(Directive (EU) 2022/2555), which revised and repealed the initial Directive on the security of network and information
systems (NIS Directive 2016/1148) (Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.; Navigating the EU
Cybersecurity Policy Ecosystem, n.d.). Member States were required to fully transpose and implement the NIS2
Directive by 18 October 2024, with the aim of achieving a high common level of cybersecurity across the Union
(Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.; Navigating the EU Cybersecurity Policy Ecosystem, n.d.).
The directive mandates that Member States adopt national cybersecurity strategies and designate or establish
competent authorities and Computer Security Incident Response Teams (CSIRTs) (Navigating the EU Cybersecurity
Policy Ecosystem, n.d.).

The Cybersecurity Act, adopted in 2019 (Regulation 2019/881), is another key element, reinforcing the European
Union Agency for Cybersecurity (ENISA) (Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.; Navigating the
EU Cybersecurity Policy Ecosystem, n.d.). Established in 2005, ENISA’s mandate was revised in 2019, granting it
permanent status (Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.). The Cybersecurity Act empowers
ENISA to enhance operational cooperation and crisis management across the EU, supported by increased financial and
human resources (Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.). Furthermore, it introduced the
European Cybersecurity Certification Framework (ECCF), which sets common cybersecurity requirements and
evaluation criteria for certifying ICT products, services, and processes, promoting a harmonised approach across
sectors, including energy (Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.). ENISA also plays a key role in
supporting Member States with the implementation of the NIS2 Directive (Cybersecurity Policies | Shaping Europe’s
Digital Future, n.d.).

Recent developments include the Cyber Solidarity Act, which came into force on 4 February 2025 and aims to
strengthen preparedness, detection, and response capabilities for cybersecurity incidents across the EU (Cybersecurity
Policies | Shaping Europe’s Digital Future, n.d.). Additionally, on 24 February 2025, a draft Council Recommendation
on the EU Blueprint for cybersecurity crisis management (Cyber Blueprint) was released, outlining the EU’s framework
for cyber crisis management and defining the roles of relevant actors throughout the crisis lifecycle (Cybersecurity
Policies | Shaping Europe’s Digital Future, n.d.; The Cybersecurity Strategy | Shaping Europe’s Digital Future, n.d.). On
15 January 2025, the European Commission also launched a European action plan focused on enhancing the
cybersecurity of hospitals and healthcare providers (Cybersecurity Policies | Shaping Europe’s Digital Future, n.d.; The
Cybersecurity Strategy | Shaping Europe’s Digital Future, n.d.).

These actions are integral to the broader EU Cybersecurity Strategy, which seeks to build resilience against cyber
threats and ensure that both citizens and businesses benefit from secure and trustworthy digital technologies (The
Cybersecurity Strategy | Shaping Europe’s Digital Future, n.d.). The strategy combines regulatory, investment, and
policy initiatives with a focus on resilience, technological sovereignty, operational capacity, and international
cooperation (The Cybersecurity Strategy | Shaping Europe’s Digital Future, n.d.). Significant investments are also being
channelled through programmes such as the Digital Europe Programme (2021-2027) (Cybersecurity Policies | Shaping
Europe’s Digital Future, n.d.).

To ensure the effectiveness of cybersecurity measures, monitoring frameworks and evaluation tools must align with
the recommendations of the NIS2 directive. These tools should include:
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1. Key Performance Indicators (KPIs): Develop metrics to measure resilience and security effectiveness, such as
system downtime, incident prevention rates, and response times.

2. Periodic Risk Assessments: Conduct regular audits to evaluate compliance with NIS2, GDPR, and other
relevant standards.

3. Incident Reporting Mechanisms: Establish transparent channels for reporting security incidents, ensuring
timely responses and alignment with international guidelines.

Examples of tools include automated vulnerability scanners like Nessus, centralised incident management platforms
such as IBM QRadar, and tailored KPI dashboards to track metrics.

The implementation of the NIS directive is up to the member states. According to DIGITALEUROPE, Germany has
adopted stringent reporting requirements for cyber incidents, with the Federal Office for Information Security (BSI)
mandating that Operators of Essential Services (OES) report significant incidents promptly or face fines of up to
€50,000. Greece, on the other hand, has experienced delays in fully transposing the NIS Directive into national law,
resulting in less defined reporting requirements and potentially lower thresholds. Austria implemented the Network
and Information System Security Act in 2018, designating CERT.at as the national contact point, though smaller
operators often face resource limitations. Meanwhile, France has enforced robust cybersecurity standards through its
National Cybersecurity Agency (ANSSI), though regional disparities, particularly in rural areas, continue to pose
challenges.

In today's digital world, cybersecurity is essential to protect critical infrastructure and sensitive information. Modern
power systems rely on various technologies that introduce security challenges, requiring strong cybersecurity policies
(Jamil et al., 2021). Increased automation reduces human error but also creates new risks, as more access points
become vulnerable to cyberattacks (Jamil et al.,, 2021). A failure in cybersecurity can have devastating effects,
disrupting essential services such as transportation, finance, and defence (Boeding et al., 2022). To prevent these risks,
organisations must implement cybersecurity measures that safeguard both digital and physical infrastructure
(Ledmaoui et al., 2025). Additionally, specialised hardware and software require careful security planning to maintain
reliable and secure operations (Skiba, 2020).

As cyber threats continue to grow, organisations must stay ahead by understanding the risks and strengthening their
defences. The modern threat landscape in critical infrastructures, including the energy sector, is increasingly marked
by complex, multifaceted cyberattacks such as malware, ransomware, and phishing. Recent studies indicate that
attackers have become more sophisticated and dangerous, posing significant challenges for operators seeking to
protect digital assets and maintain operational continuity (Gonzalez-Granadillo et al., 2021). A stark example is the
first-ever Ukraine cyberattack on the power grid, where threat actors penetrated critical systems, demonstrating the
potentially devastating impact of hacking into substation networks and other core operational technologies (Ten et
al.,, 2018). These developments underscore the urgent need for robust cybersecurity measures, real-time threat
detection, and collaborative defense strategies to address continuously evolving threats.

To defend against these growing cyber threats, organisations rely on key security tools like firewalls. Firewalls are an
important defence system that helps protect networks from unauthorised access. They work by filtering network
traffic at entry points like routers and gateways, blocking suspicious packets based on properties such as IP addresses,
port numbers, and time delays (Jamil et al., 2021). Firewalls act as a first line of defence, allowing only packets that
follow pre-set rules to pass while logging unusual activities like IP scanning or port scanning (Sun et al., 2016). Some
advanced firewalls, such as smart tracking firewalls, can detect and block intruders in real time, ensuring fast responses
to cyber threats in smart grids (Wang & Yi, 2011). However, firewalls rely on predefined rules, which can sometimes
create conflicts due to the complexity of commercial-grade firewalls (Jamil et al., 2021). Despite these challenges,
firewalls remain a crucial security tool for preventing cyberattacks and ensuring safe network communication.
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While firewalls act as a first barrier, additional security layers like Intrusion Detection Systems (IDSs) and Intrusion
Prevention Systems (IPSs) provide deeper protection. IDSs are used to detect unauthorised activities in a network.
They monitor traffic and alert network administrators if they find suspicious behaviour (Sun et al., 2016). Network-
based IDS (NIDS) inspects network traffic, while host-based IDS (HIDS) focuses on individual devices (Sun et al., 2016).
Unlike IDS, an IPS does more than detect; it actively blocks threats by stopping harmful traffic in real time (Fares et al.,
2019). Signature-based IPSs detect attacks using known patterns, while anomaly-based IPSs identify unusual behaviour
to catch new threats (Ortega-Fernandez & Liberati, 2023). These systems help strengthen cybersecurity by both
detecting and preventing threats before they cause harm.

Beyond detecting threats, organisations must also proactively identify and fix weaknesses in their systems.
Vulnerability scanning helps find weaknesses in networks by identifying live hosts, open ports, and exploitable services
(Jamil et al., 2021). It is an important step in cybersecurity because it allows organisations to fix problems before
attackers can exploit them. Regular vulnerability assessments improve security by helping utilities detect risks early
(Sun et al.,, 2016). Patching is also key, as failing to update systems, change default settings, and fix known
vulnerabilities can leave networks open to attacks (Skiba, 2020). By combining scanning and timely patching,
organisations can reduce security risks and protect their systems from cyber threats.

In addition to technical defences, human awareness and training are essential for strong cybersecurity. Employees
should learn about different types of cyber threats, password security, and safe internet use as part of their induction
and regular refresher training (Skiba, 2020). Awareness programs help prevent security breaches, especially in
industries managing critical infrastructure. SCADA operators, for example, need specific training to detect and respond
to threats (Skiba, 2020). A lack of training can leave organisations vulnerable, as undertrained staff may struggle to
handle security risks (Skiba, 2020). Strong policies, including access control and regular security updates, ensure that
cybersecurity measures are followed consistently. Global initiatives like the UN Cybersecurity Programme also provide
guidance on security policies and capacity building to protect critical infrastructures (Basumallik, 2020).

To ensure cybersecurity strategies are effective, organisations must follow established guidelines and best practices.
Regulatory and industry standards play a key role in strengthening cybersecurity. The NIST Cybersecurity Framework
provides a structured approach with five core functions: Identify, Protect, Detect, Respond, and Recover, helping
organisations build resilience (Boeding et al., 2022). The NERC CIP standards require critical infrastructure operators
to implement security measures such as Electronic Security Perimeters and cyberattack monitoring tools (Boeding et
al., 2022). For industrial systems, the ISA/IEC 62443 framework enhances the confidentiality, integrity, and availability
of automation and control networks (Boeding et al., 2022). In addition, global initiatives like the UN Cybersecurity
Programme assist nations with technical support and capacity building to combat cyber threats (Basumallik, 2020).
The Energy Independence and Security Act of 2007 also mandated NIST and FERC to establish cybersecurity guidelines
for smart grid systems (Boeding et al., 2022). Compliance with these frameworks ensures organisations follow best
practices, improving their ability to prevent and respond to cyber risks effectively.

2.2.1 Barriers and Recommendations

The inconsistent implementation of the NIS Directive across EU member states creates significant challenges, with
variations in defining Operators of Essential Services (OES) and differences in reporting obligations leading to uneven
preparedness. In the energy sector, the 2019 EU Commission Recommendation (2019/553) highlights regulations for
securing power supply systems, but national disparities persist. Smaller entities face economic barriers, often lacking
the resources to invest in advanced cybersecurity technologies, which could be mitigated through public-private
partnerships and targeted funding programs.

To address these issues, improving interoperability across borders is essential, leveraging standards like SAREF4AENER,
as demonstrated by the InterConnect project, and hosting "connectathons" to validate technical standards.
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Harmonising NIS Directive implementation through cross-border workshops and unified reporting protocols is critical.
Adopting the latest security standards, such as end-to-end encryption protocols like TLS 1.3, Al-driven tools for threat
detection and incident management, and zero-trust architectures, can bolster defences. Capacity-building initiatives
focusing on GDPR principles, cybersecurity essentials, and Al security, delivered through workshops, online modules,
and scenario-based exercises, will enhance technical expertise and preparedness across the EU.

In 2019, the Recommendation on Cybersecurity in the Energy Sector (COM 2019/553) highlighted key challenges such
as ensuring real-time system responsiveness, mitigating cascade effects from interconnected systems, and integrating
cybersecurity protocols across both legacy and modern technologies. Addressing these issues requires robust
monitoring frameworks and technical validation to bridge gaps in national implementations. Additionally, EU-wide
network codes streamline cross-border electricity exchanges while incorporating cybersecurity measures to safeguard
critical infrastructure.

2.3 Interoperability and Standardisation

2.3.1  The Role of SAREF in Enabling Interoperability

A key technical standard enabling systems to communicate effectively, known as SAREF (Smart Applications
REFerence), was initially developed by the Netherlands Organisation for Applied Scientific Research (TNO) between
2014 and 2015 at the request of the European Commission (Pritoni et al., 2021), and has since been maintained and
further developed by the European Telecommunications Standards Institute (ETSI) (Pritoni et al., 2021). This standard
defines common terminologies to ensure interoperability among smart devices (Gyrard et al., 2021; Pritoni et al., 2021,
Workshop Explores the Role of SAREF in Enhancing loT Semantic Interoperability for Digital Twins | Shaping Europe’s
Digital Future, n.d.). SAREF facilitates data exchange between smart meters and energy management systems (EMS)
from different manufacturers by providing a neutral, protocol-independent way to describe data (SAREF for Energy
Flexibility, n.d.). Using standardised models such as SAREFAENER, an extension of SAREF for the energy domain created
in collaboration with industry associations(SAREF for Energy Flexibility, n.d.), it supports consistent and clear
information on energy consumption and production across various platforms (SAREF for Energy Flexibility, n.d.),
although achieving full interoperability may still require additional mappings to domain-specific protocols or
integration efforts in some scenarios (SAREF for Energy Flexibility, n.d.).

2.3.2  EU Initiatives Supporting Interoperability

The European Commission and other organisations have prioritised making data access in the energy sector open,
secure, and user-centric (Smart Grids and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.). To support
this goal, legal and technical frameworks have been introduced (Key Actions for Digitalising Energy - European
Commission, n.d.; Smart Grids and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.). The Rolling Plan for
ICT Standardisation underscores the need for the application of standard and shared compatible formats and
protocols to ensure a coherent and interoperable manner for data, thereby promoting fair and transparent rules for
data access (Data Interoperability (RP 2024) | Interoperable Europe Portal, n.d.). A notable milestone was the adoption
of rules in June 2023, following the preparation for adopting an Implementing Act on interoperability requirements
and procedures for access to metering and consumption data, which aim to further protect and empower consumers
by granting them easy access to their metering data with the option to permit its use by third parties (Key Actions for
Digitalising Energy - European Commission, n.d.). In July 2024, the Commission also published a Guidance document
to enable EU countries to follow a consistent and comparable approach for reporting their respective national
practices related to electricity metering data interoperability (Commission Guidance to Facilitate Common Approach
to Data Interoperability Repository - European Commission, n.d.; Key Actions for Digitalising Energy - European
Commission, n.d.).
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2.3.3 Advancements and Challenges with SAREF

Since SAREF’s introduction in 2015 (Smart Grids and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.),
which became a standard of ETSI and OneM2M (Smart Grids and Smart Metering (RP2023) | Interoperable Europe
Portal, n.d.), further extensions like SAREF4ENER have been developed to improve energy flexibility and
communication among energy devices (SAREF for Energy Flexibility, n.d.). The SAREFAENER extension was created in
collaboration with industry associations such as EEBus and others to enable the interconnection of their data models
and is intended to be used to annotate a protocol-independent set of messages for energy smart appliances and
Energy Management Systems to optimise energy consumption and production (SAREF for Energy Flexibility, n.d.).
Despite its foundational role in enabling interoperability (Workshop Explores the Role of SAREF in Enhancing loT
Semantic Interoperability for Digital Twins | Shaping Europe’s Digital Future, n.d.), several implementation challenges
persist (Pritoni et al., 2021).

One frequently cited issue is the limited availability of comprehensive implementation tools. While ETSI provides
detailed specifications and documentation (SAREF for Energy Flexibility, n.d.), it does not offer complete software
development kits or turnkey toolkits (Gyrard et al., 2021). As a result, engineers often need to create custom SAREF-
compliant solutions, which can increase development time and integration costs (Gyrard et al., 2021). ETSI does not
yet provide tools that support the SAREF ontology, which can lead engineers to develop from scratch (Gyrard et al.,
2021). Additionally, SAREF’s limited domain-specific coverage—for example, in advanced grid equipment or
specialised energy sensors—necessitates supplementary dictionaries and custom extensions (Gyrard et al., 2021;
Pritoni et al., 2021). For instance, SAREF may be missing concepts for Schedules needed when modelling control
strategies (Pritoni et al., 2021).

Fragmentation across the energy and smart grid sectors further complicates SAREF’s adoption (Cimmino et al., 2020;
Santodomingo et al., 2014; Smart Grids and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.). Ensuring
interoperability with other established standards—such as OpenADR, CIM, and IEC 61850—often requires complex
and resource-intensive ontology alignment (Cimmino et al., 2020; Santodomingo et al., 2014). This is because a
unified standard data model has not been created for all Smart Grids, making it necessary to find semantic
correspondences between different standard data models (Santodomingo et al., 2014).

2.34 SAREF's Alignment with EU Digital Policy

Beyond its technical utility, the Smart Applications REFerence ontology (SAREF) plays a significant role in supporting
the broader goals of EU digital policy, particularly in relation to the Data Act and the Al Act (Workshop Explores the
Role of SAREF in Enhancing loT Semantic Interoperability for Digital Twins | Shaping Europe’s Digital Future, n.d.).
While SAREF is not explicitly mandated within these legislative frameworks, its focus on semantic interoperability,
defined as the ability of different systems to exchange data with shared meaning , and structured data aligns closely
with their overarching objectives (Workshop Explores the Role of SAREF in Enhancing loT Semantic Interoperability for
Digital Twins | Shaping Europe’s Digital Future, n.d.).

In the context of the Data Act, SAREF can contribute to data interoperability and accessibility by providing a shared
ontology that helps harmonise diverse standards, protocols, and data models (Declaration on Joining Forces to Boost
Sustainable Digital Transformation in Cities and Communities in the EU | Living in EU, 2025; Smart Grids and Smart
Metering (RP2023) | Interoperable Europe Portal, n.d.; Gyrard et al., 2021). This semantic layer supports the vision of
a unified European data space (Data Interoperability (RP 2024) | Interoperable Europe Portal, n.d.) and aids in
unlocking the potential of data-driven services that align with initiatives such as the EU Green Deal (Digitalisation of
the Energy Systems, n.d.; Smart Grids and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.).
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For the Al Act, SAREF offers a foundation for building trustworthy Al systems (Workshop Explores the Role of SAREF
in Enhancing loT Semantic Interoperability for Digital Twins | Shaping Europe’s Digital Future, n.d.) by supporting
consistent interpretation of real-time data (Workshop Explores the Role of SAREF in Enhancing loT Semantic
Interoperability for Digital Twins | Shaping Europe’s Digital Future, n.d.). SAREF’s role as an enabler of real-time data
collection and processing for Al models was also mentioned (Workshop Explores the Role of SAREF in Enhancing loT
Semantic Interoperability for Digital Twins | Shaping Europe’s Digital Future, n.d.), implying its potential use in the
emerging Al Factories (Workshop Explores the Role of SAREF in Enhancing loT Semantic Interoperability for Digital
Twins | Shaping Europe’s Digital Future, n.d.). This can improve data reliability (Stojanovi¢ et al., 2024) and enable
systems to operate in accordance with key Al principles, such as safety and accountability (Stojanovi¢ et al., 2024).
However, while SAREF’s models can support principles like transparency, data quality, and bias mitigation, these
depend heavily on how the models are implemented and governed in practice (Stojanovié et al., 2024).

2.3.5 Barriers to Implementation and Strategic Recommendations

The integration of digital technologies in the EU energy sector faces persistent barriers, particularly in achieving
interoperability across diverse platforms, devices, and data ecosystems (AIOTI WG Energy - 2022 - Leveraging loT and
Edge Computing Infrastructures to Foster Energy Flexibilities through next Energy.Pdf, n.d.; D2.1 Digitalization
Challenges and Opportunities in the Future Energy System, n.d.; European Commission. Joint Research Centre., 2022;
Reif et al., 2023). Fragmentation of protocols, standards, and proprietary systems remains a critical issue in the
Internet of Things (loT) landscape, notably within smart homes, buildings, and energy grids (Dognini et al., 2022; Laia
Guitart et al., n.d.; Laura Daniele et al., 2021; Preparatory Study on Smart Appliances (Lot 33) — TASK 7 REPORT —
POLICY AND SCENARIO ANALYSIS, n.d.). This fragmentation leads to complex interfaces, high adaptation costs, and
inconsistent data handling, compounded by the use of closed platforms and varying communication protocols by
manufacturers (AIOTI WG Energy - 2022 - Leveraging loT and Edge Computing Infrastructures to Foster Energy
Flexibilities through next Energy.Pdf, n.d.; Dognini et al., 2022; European Commission. Joint Research Centre., 2022).
Aligning with EU-wide standards such as GDPR and SAREF4ENER is further complicated by the multiplicity of standards
and stakeholders (Preparatory Study on Smart Appliances (Lot 33) — TASK 7 REPORT — POLICY AND SCENARIO ANALYSIS,
n.d.; Smart Grids and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.). Semantic interoperability requires
convergence around common ontologies, such as SAREF, and harmonisation between European and international
smart grid standards (D2.1 Digitalization Challenges and Opportunities in the Future Energy System, n.d.; Smart Grids
and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.; Dognini et al., 2022; Gyrard et al., 2021). GDPR
principles, particularly data ownership, privacy, and protection, are essential design considerations but are not directly
tested through interoperability validation events.

To address these challenges, a suite of strategic recommendations has emerged.
Governance and Monitoring

e Monitoring frameworks with Key Performance Indicators (KPls) are being developed by bodies like ACER and
national regulators to assess the impact of digital energy initiatives (Declaration on Joining Forces to Boost
Sustainable Digital Transformation in Cities and Communities in the EU | Living in EU, 2025; Key Actions for
Digitalising Energy - European Commission, n.d.).

e Stronger governance is promoted through projects like int:net, which seek to formalise communities of
practice and link research, development, and standardisation through coordinated processes (D2.1
Digitalization Challenges and Opportunities in the Future Energy System, n.d.; Reif et al., 2023).

Technical Harmonisation and Validation
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e Promoting open standards, harmonising data exchange across sectors, and developing common APIs and
reference architectures are critical next steps (AIOTI WG Energy - 2022 - Leveraging loT and Edge Computing
Infrastructures to Foster Energy Flexibilities through next Energy.Pdf, n.d.; D2.1 Digitalization Challenges and
Opportunities in the Future Energy System, n.d.).

e Interoperability testing events, such as Connectathons, serve as practical tools to evaluate system
compatibility (ERA-Net Smart Energy Systems:, n.d.; ERA-Net Smart Energy Systems: Focus Initiative “Digital
Transformation for the Energy Transition”, n.d.; Gottschalk et al., 2018). While these events focus on technical
and syntactic interoperability, semantic alignment and GDPR compliance must be ensured through system
architecture and implementation, beyond the scope of testing alone (Cimmino et al., 2020; European
Commission. Joint Research Centre., 2022; Smart Grids and Smart Metering (RP2023) | Interoperable Europe
Portal, n.d.).

Funding and Innovation

e Targeted EU funding, through Horizon Europe and initiatives like InterConnect and EnerDigit, supports
innovation and collective testing of interoperable solutions (ERA-Net Smart Energy Systems: Focus Initiative
“Digital Transformation for the Energy Transition”, n.d.; Large Scale Interoperability Solutions in InterConnect
Using SAREFAENER, 2022; Smart Grids and Smart Metering (RP2023) | Interoperable Europe Portal, n.d.; Reif
et al., 2023).

Ultimately, advancing interoperability is key to enabling

e  Grid flexibility (AIOTI WG Energy - 2022 - Leveraging loT and Edge Computing Infrastructures to Foster Energy
Flexibilities through next Energy.Pdf, n.d.; D2.1 Digitalization Challenges and Opportunities in the Future
Energy System, n.d.; ERA-Net Smart Energy Systems: Focus Initiative “Digital Transformation for the Energy
Transition”, n.d.),

e Supporting consumer participation (A/IOTI WG Energy - 2022 - Leveraging loT and Edge Computing
Infrastructures to Foster Energy Flexibilities through next Energy.Pdf, n.d.; Preparatory Study on Smart
Appliances (Lot 33) — TASK 7 REPORT — POLICY AND SCENARIO ANALYSIS, n.d.),

e Accelerating decarbonisation across the EU's digital energy ecosystem (A/OT/ WG Energy - 2022 - Leveraging
IoT and Edge Computing Infrastructures to Foster Energy Flexibilities through next Energy.Pdf, n.d.; D2.1
Digitalization Challenges and Opportunities in the Future Energy System, n.d.; Smart Grids and Smart Metering
(RP2023) | Interoperable Europe Portal, n.d.).

24  Application of the technical requirements for digital services

To translate the preceding discussion into a practical framework, the following table summarises the key technical
requirements for digital services. It is structured as a guide, outlining for each core Application area (like Data
Management or Security) what the desired Goal is, and which specific Technical Enablers (such as technologies or
standards) are required to achieve it.
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Table 1: Application of Technical Requirements for Digital Services

Application Goal Technical enablers

Automated and secure data storage
(centralised/decentralised,
encrypted at rest).

Automated data management
systems.

Implementation of GDPR principles
(Data Minimisation, Purpose
Limitation, Accuracy).

Data quality validation and
assurance processes.

Robust data access management
and control mechanisms (incl. user
rights).

Secure external data provision
mechanisms (compliant APIs).
Compliance with relevant data
handling regulations (GDPR,
national frameworks)

High availability, consistency, and
Data management quality of data; Secure and
compliant data handling.

Secure data ingestion protocols
(preventing data poisoning,
ensuring integrity).

Use of standardised data formats
and APIs (e.g., based on SAREF,
CIM).

Mechanisms for validating external
data integrity and trustworthiness.
Real-time reading/processing
capabilities for external data
streams.

Secure and effective integration of
Integration of external information | external information (e.g.,
sources forecasts, prices, grid data) for
service optimisation.
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Implementation of secure
communication architectures (incl.
network segmentation).

Use of secure communication
protocols (e.g., TLS 1.3, end-to-end
encryption).

Adoption of standardised
energy/loT communication
protocols (e.g., IEC 61850, MQTT
over TLS, CoAP/DTLS).

Compliance with NIS2 requirements
for network security.

Secure retrofitting of legacy
systems/consumers.

Secure and reliable exchange of
measurement, control, and
operational signals across networks.

Communication between
technologies

Application of Al/Machine Learning
models (forecasting, optimisation,
predictive maintenance, anomaly
detection).

Techniques ensuring Al robustness
and security (e.g., Adversarial
training, Regularisation, Federated
Learning security).

Mechanisms for Al transparency,

Advanced analysis of process data explainability, and fairness (ETSI GR
. for insights, prediction, SAl compliance, bias
Analytics L . e
optimisation, and anomaly detection/mitigation).
detection. Use of high-quality, validated input
data.

Real-time data processing and
analysis capabilities, state
estimation.

Privacy-preserving analytics
techniques (e.g., Federated
Learning, Differential Privacy).
Data disaggregation and advanced
visualisation tools.
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Privacy

Security (Cybersecurity)

Protection of personal data,
ensuring user control, transparency,
and compliance with privacy
regulations.

Protection against cyber threats,
ensuring system integrity,
confidentiality, availability, and
resilience.

Strict adherence to GDPR: Lawful
basis, Consent Management, Data
Subject Rights (Access, Rectification,
Erasure, Portability), Data
Minimisation, Purpose Limitation.
Implementation of Privacy-by-
Design and by-Default principles.
Use of Privacy-Enhancing
Technologies (PETs) (e.g.,
Anonymisation, Pseudonymisation,
Encryption).

Conducting Data Protection Impact
Assessments (DPIAs) for high-risk
processing.

Compliance with relevant standards
(e.g., ETSI EN 303 645 for loT device
privacy, secure storage).
Transparent communication
regarding data processing.

Governance &

Compliance: Compliance with NIS2
Directive, Cybersecurity Act;
Adherence to frameworks (NIST
CSF, IEC 62443).

Network Security: Firewalls
(Network/Application), Intrusion
Detection/Prevention Systems
(IDS/IPS), Network segmentation.
System & Data Security: Strong
Authentication and Authorisation,
Encryption (in transit, at rest),
Endpoint security, Secure Software
Development Lifecycle (SSDLC).
Operations & Response: Regular
vulnerability scanning and patch
management, Security Information
and Event Management (SIEM),
Incident detection & response
plans, Penetration testing.
Advanced

Concepts: Implementation of Zero-
Trust Architecture principles.
Human Factor: Cybersecurity
awareness training for personnel.
Supply Chain: Supply chain risk
management.
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Interoperability & Standardisation

Enable seamless data exchange,
system integration, and portability
across diverse vendors, platforms,
and borders.

Adoption of common data models
and ontologies (e.g.,
SAREF/SAREF4ENER, CIM, IEC
61850).

Use of standardised communication
and data exchange protocols.
Implementation of open Application
Programming Interfaces (APIs).
Semantic mapping/alignment tools
and methodologies between
standards.

Participation in interoperability
testing events (e.g.,
Connectathons).

Compliance with EU interoperability
requirements (Implementing Acts,
Data Act)
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3 Economic feasibility of digital energy services

This chapter presents insights into the economic feasibility of digital services. It includes a cost-benefit analysis (CBA)
methodology from a system-level perspective. The goal is also to mitigate the risks associated with the investment in
new digital technologies and energy flexibility participation.

The cost-benefit analysis is conducted for two types of categories: Low Adoption and High Maturity, and High Adoption
and Low Maturity (Table 2), as categorised in D2.1. These services are of interest as the question occurs why services
with a high maturity are not yet adopted, and on the contrary, services with a low maturity are already adopted. One
reasonable explanation could be the economic feasibility of these services. To assess the economic feasibility of these
services a literature review, a cost-benefit analysis, as well as a survey with market actors were conducted.

Table 2: Overview of LAHM/HALM services

Low Adoption and High Maturity (LAHM) High Adoption and Low Maturity (HALM)

04 - Consumption and emission tracking (buildings

01 - Remote consumption communication
sector)

06 - Load dis-aggregation and flexibility availabilit
ggree y y 23 - Charging and driving patterns (for tariff design)

monitoring
11 - Energy home domotics (Home Automation) 25 - Virtual battery estimation
12 - Battery charge and discharge arbitrage systems 32 - Flexibility offers (explicit)

16 - Delivery services
17 - Mobility services

19 - Automated driving (all sectors, e.g., aviation,
maritime, railway, etc.)

3.1 Desk research and survey

At the beginning of this task, literature research for each service was conducted. The aim was to find estimations
regarding the quantitative economic benefits for the 11 services presented above. Due to the novelty of the services,
literature was quite scarce. However, qualitative and/or quantitative appraisals for all services were found. The results
provide a good basis for the assessment of the economic feasibility of the different services.

To enrich the found literature, a survey was created, which was disseminated to European market actors. Within this
survey the following questions were asked:

1.) How profitable would you rate this service?
e Very profitable (IRR >20%)
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e Profitable (IRR of 9%-20%)
e Neutral (IRR of 5%-8%)

e Unprofitable (IRR <5%)

e No answer

2.) What is the reason for it not yet being profitable (regulation, technical advancement, social acceptance...)?
3.) Do you think the service will become profitable within the next 5 years?
4.) How high would you rate the internal rate of the service for the market actor at the moment and in the future?

It should be noted that survey responses were not received for all services; therefore, a 'survey results' paragraph is
not included for every service discussed in the following sections

3.2 CBA methodology

The aim of the CBA is to evaluate the costs and benefits associated with specific digital services and products within
the energy sector and create an economic parameter (net present value (NPV) or internal rate of return(IRR)) according
to which the different services can be compared. The CBA will follow the guidelines for conducting a cost-benefit
analysis of Smart Grid projects (JRC, 2012) by the JRC. Figure 1 presents the framework for the cost benefit analysis.
In a first step, the boundary conditions are defined and parameters, such as the discount rate and the time horizon,
are set. In a second step the cost-benefit analysis is performed. Parameters that influence the results are assessed as
part of a sensitivity analysis with the Crystal Ball tool.

Define boundary conditions and set parameters Discount rate, time horizon, carbon costs...

Perform cost-benefit analysis

Perform sensitivity analysis

Non-monetary appraisal Environmental/social aspects, risk reduction...

Figure 1: Methodology of the cost-benefit analysis

The discount rate is set at 5% for all services, which is in the range proposed by the European Commission®. The time
horizon is based on the lifetime of the different technologies, hardware, and software components a service requires.

1 European Commission, 2009: ,Commission Impact assessment guidelines”

1 ADDIN ZOTERO_ITEM CSL_CITATION {"citationID":"VPB1PB3B","properties":{"formattedCitation":"(Chang, 2012)","plainCitation":"(Chang,
2012)","notelndex":2},"citationltems":[{"id":"05sM7gVV/p3trXama4","uris":["http://zotero.org/users/4461414/items/NSAXEYUL"],"itemData":{
"id":1847,"type":"article-journal","abstract":"This study reviews the most recent literature on UTAUT (Unified Theory of Acceptance, and Use of
Technology) and UTAUT 2(Unified Theory of Acceptance, and Use of Technology) 2 by focusing on the findings and recommended future
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Carbon costs are disregarded, as due to the novelty of the services data is sparse. The study focuses on the economic
feasibility of different services and therefore non-monetary benefits are dismissed for the calculation of the CBA.
However, as non-monetary benefits could have an impact on the long-term feasibility of the digital service,
acceptability criteria are discussed in Chapter 5, Best practices and acceptability criteria.

A key element is the estimation of the costs and benefits as shown in Figure 2. Benefits are estimated in comparison
to a baseline scenario, where the service is not employed. The costs include investment and operational expenditures
over the lifetime of the product/service.

* Map functionalities onto benefits
Estimate benefits * Establish baseline
* Monetise benefits and identify beneficiaries

Characterise the project — > * Map technologies/assets

v

Compare costs and benefits S 0 QIR (CAPEX/OP.EX)
* Compare costs and benefits

Figure 2: Calculation of the costs and benefits of the services

research. The papers, proceedings and dissertations included in the analysis were identified technology acceptance as the focus of their studies.
This search was supplemented various websites which host scientific journals such as Emerald, Science Direct and Google Scholar. The initial
search produced 65 papers. The studies examined works which employed UTAUT and UTAUT 2 by focusing on findings on the core constructs of
UTAUT to predict Behavioral Intentions. The results confirmed previous studies that the four constructs of UTAUT contributed to Behavioral
Intention even though PE seemed to be the most significant contributors. Findings also suggest UTAUT 2 has been more explanatory and list the
suggestions for future works. The immediate implications are for researchers who wish to examine behavioral intentions, and managers who
wish to ensure the acceptance and use of a new system or technology. This study bears a number of limitations. Number of papers examined is
one of them. It would be more accurate to increase the number of paper examined. The other limitation is the ability to draw a statistical
conclusion each research examined. This is due to a great variety of research topics, methods, constructs and contexts.","container-
title":"Journal The Winners","DOI":"10.21512/tw.v13i2.656","ISSN":"2541-2388","issue":"2","language":"en","license":"Copyright
(c)","note":"number: 2","page":"10-114","source":"journal.binus.ac.id","title":"UTAUT and UTAUT 2: A Review and Agenda for Future
Research","title-short":"UTAUT and UTAUT 2", "volume":"13","author":[{"family":"Chang","given":"Andreas"}],"issued":{"date-

parts":[["2012",9,28]1}}}],"schema":"https://github.com/citation-style-language/schema/raw/master/csl-citation.json"} (Chang
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Based on the identified costs and revenues the net present value as well as the internal rate are calculated taking the
defined lifetime and discount rate into consideration. The formulas for the NPV and the IRR are given below.

— R¢ _ N Cn
NPV = L IRR = NPV, Zn:0(1+r)n
NPV = net present value NPV = net present value
R¢= net cash flow at time t N = total number of periods
i = discount rate n = non-negative integer
t = time of cash flow C, = cash flow

R = internal rate of return
IRR = internal rate of return

The model includes the following key components:

e Input variables:
o Hardware acquisition costs
o Software acquisition costs
o Operation and maintenance costs
o Asset lifetime
o Yearly revenues
o Discount rate (for NPV)
e  Qutput metrics:
o Net benefit (Total Revenue minus Total Costs)
o NPV
o Payback period
o IRR

The main objective of this task is to analyse if the outcome of the work done regarding adoption and maturity can be
explained by the CBA. It, therefore, analyses if mature services/products with a low adoption rate are not yet
economically feasible and the other way around. Other factors that could lead to low adoption are market barriers,
regulatory challenges, or lack of awareness or external factors such as user acceptance and technological trust.

3.3 Sensitivity Analysis - Crystal Ball

In the context of the cost-benefit analysis, a sensitivity analysis was conducted to evaluate how changes in key
assumptions or variables (such as hardware and software costs, maintenance costs, or revenue projections) impact
the overall outcome of the analysis.

The goal of this sensitivity analysis is to understand the robustness of the results by exploring how variations in inputs
affect the net benefit or the NPV of each digital service and product. For instance, certain costs or revenue estimates
were uncertain, so the sensitivity analysis helped assess which assumptions have the most significant influence on the
overall financial outcome.

In summary, the sensitivity analysis of each CBA will help assess how different uncertainties or assumptions in cost,
revenue, and other factors influence the overall decision-making, allowing for better risk management.
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This section outlines the methodology employed for conducting a sensitivity analysis using Oracle's Crystal Ball add-
on for Excel. The objective of the analysis is to understand the impact of uncertainty in key input variables on the
outcomes of the cost-benefit analysis. By performing this analysis, we assess the robustness of the financial model and
identify which variables have the greatest influence on the project's profitability, another key output of this analysis is
to provide a range of results for the CBA instead of a single result.

1) Sensitivity Analysis Tool

For this work Oracle’s Crystal Ball tool was used, this is a simulation tool integrated with Excel that enables uncertainty
modelling through Monte Carlo simulation. It allows for the input variables to be defined as probability distributions
rather than single-point estimates. This permits the analysis of a wide range of potential outcomes based on the
variability of input assumptions.

e Key features used in this sensitivity analysis

o Probability Distributions: Input variables are assigned probability distributions (e.g., normal, uniform,
triangular) to reflect their potential range of values based on historical data, expert judgment, or
industry standards.

o Monte Carlo Simulation: Crystal Ball generates thousands of scenarios by randomly sampling from
these distributions, simulating a wide array of possible outcomes for the project.

o Sensitivity Charts: The software produces sensitivity charts that highlight which input variables have
the most significant impact on the output metrics.

2) Defining uncertain variables
For each of the identified key input variables, the following steps were performed:

e Estimate Ranges: Ranges for each variable are determined based on available data. For instance:
o Hardware acquisition costs might vary between €100,000 and €150,000, overall.
o Maintenance costs could range from €5,000 to €10,000 annually.
o Revenue projections might be uncertain, so a range from €50,000 to €75,000 per year was assigned.
o Note that the values above are merely explanatory and work as an example.
e Assign Probability Distributions: Appropriate probability distributions were assigned to each variable. The
choice of distribution reflects the uncertainty and expected behaviour of the variable. For instance:
o Triangular Distribution for hardware costs with a minimum, most likely, and maximum value.
o Normal Distribution for revenues, assuming they follow a bell-curve based on historical performance.

3) Running the Monte Carlo Simulation

Once the uncertain variables were defined and their distributions specified, the simulation was run with the following
parameters:

e Number of Trials: The simulation was set to run for 10,000 trials to ensure statistical significance.

e Random Sampling: In each trial, the software randomly sampled from the distributions of input variables to
generate a set of inputs for that scenario.

e Qutput Calculation: For each trial, the model recalculated the output metrics (Net Benefit, NPV, Payback
Period, etc.) based on the randomly sampled inputs.

4) Sensitivity Analysis Output
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After running the simulation, the analysis provides several key outputs:

e Sensitivity charts: These charts rank the input variables according to their influence on the output metrics.
Variables that caused the most variation in the outputs (e.g., NPV) are shown as having the highest sensitivity.
This helps to identify which inputs (e.g., acquisition costs, maintenance, revenue) have the most significant
impact on the project’s overall profitability.

e Probability Distribution of Outputs: The results of the simulation are presented as probability distributions for
the output metrics. This shows the range of possible outcomes (e.g., the range of NPV values) and their
likelihoods.

e Confidence Intervals: The analysis also provides confidence intervals for the key outputs, which quantify the
uncertainty associated with the model. For example, the NPV might have a 90% confidence interval ranging
from €200,000 to €400,000, showing the expected spread of outcomes.

5) Interpretation and Recommendations

Based on the sensitivity charts, the variables with the greatest impact on the project’s financial outcome were
identified. For instance, if hardware acquisition costs and annual revenues were found to be the most sensitive
variables, further efforts might be directed at:

e Negotiating better hardware pricing or longer lifespans.
e Developing strategies to ensure stable or increasing revenues.

The results of the sensitivity analysis can be used to guide decision-making and risk mitigation strategies, ensuring that
the project, or adoption of digital services and products, remains financially viable under various conditions.

The sensitivity analysis conducted provided valuable insights into the uncertainty inherent in the project. By identifying
the most influential variables, the analysis helps focus attention on areas where risk mitigation efforts are needed.
The use of Monte Carlo simulation allowed for a thorough exploration of potential outcomes, making the overall cost-
benefit analysis more robust and informative for decision-makers.

3.4 Economic feasibility of the HALM and LAHM services

The following subchapters closely examine the economic feasibility of the HALM/LAHM services based on information
gained from literature, the survey and the calculation of the cost-benefit analysis. A single service comprises different
use cases. Therefore, the results of the cost-benefit analysis represent a specific use case of the service and do not
cover the entire span of the service. For that reason, a sensitivity analysis is conducted and findings of the literature
research and survey are presented.

3.4.1 Remote consumption communication

Remote consumption communication refers to the service and technology that enables the transmission of
consumption readings to the distribution system operator via various communication channels, which can be either
wired (e.g., Power Line Communication) or wireless (e.g., cellular networks). The DSO can use this information to
send the billing to the end customer, whether they are a private person or a business, through various means such as
letter, mail or app. Thus, the end customer and DSO are the beneficiaries of this process facilitated by the smart meters
and digital platform.
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In (Smajla, Sedlar, Jukic, & Vistica, 2022) the financial savings of smart meter of gas consumption were assessed, which
showed a significant reduction in costs, allowing to sufficiently recover the investment and operation costs of the

installation.
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Table 3 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 3: CBA assumptions remote consumption communication

Household Remote Consumption Communication upgrade
Uni Prlce_ Investment oM . Oo/M L'.c en FEIEIE N Discount
nits Name Information Costs Information Cost sing per year per | Lifetime Rate
Med and Std Med and StD Costs household
€/unit | Smart meter 100 20 161 10 2 8 15
€/unit | Gateway or Hub 50 15 121 15 3 15 5
€/unit | Cellular modem 50 15 107 10 2 12 5
€/unit | Software Iic_ense 25 109 50 5%
Data Analytics
Platform 75 20 71 10 2 9
€/unit | Subscription (yearly) 50
€/unit | Installation Service 50 20 53 50

Table 4 presents the results of the CBA. This service comes with a negative NPV of -128€, an IRR of -16% and no payback
within the lifetime. The sensitivity analysis in

0,03

Probability
g

0,01

-30% -20%

IRR

-10%
Percentage

Certainty Min = 0%

Certainty Max = 11%

Sensitivity: IRR

Revenue per year per household - 6
Cellular modem

0,0%

-1018%

O/M Cost - 2 [ 69

- OMCost-3 | -56%
40% O/M Cost - 1 61
S OMCost-5 | -3[T%
302
Gateway or Hub 6]
20 Smart meter | -0,8%
Intallation Service 0.2%
10 Uata ANalyics FIalonm SUDSCrpuon | g 5o,

(vearly)

62.8%

30,0% 60,0%

Figure 3 highlights the impact of the revenues (63%) as well as the Gateway or Hub (-11%) on the IRR. There is only a

likeliness of 7% of the IRR to be positive.

Table 4: Results of the CBA for remote consumption communication

NPV

IRR

PBP

Most significant variables with impact on the output

-171€

-16%

None

Revenue, Costs of the Gateway or Hub

Page 38 of 88



Funded by the
European union

m
<<
m
A
<
)

Sensitivity: IRR
IRR 0,0% 300%  60,0%

T0 Revenue per year per household - 6 62.8%
oo o Cellular modem |-1018%
OMCost-2 | &
. 50 O/M Cost -3 | -56%
=z LY ol PR . o O/M Cost - 1 61
3 002 nh 08
ki i c OM Cost-5 | -3[T¢%
o 3
T 302 Gateway or Hub G
Smart meter | -0.8%
0,01 20 . .
Intallation Service 0,2%
Lata ANalytcs FIatorm SUDSCrpion 0%
i (veary) | —F7°
0,00 == 4 0
-30% -20% -10% 0% 10%
Percentage

Figure 3: Sensitivity analysis remote consumption communication

Based on the results it can be argued that the revenues need to increase for the services to become economically
sound. However, as shown in literature there may be specific examples/use cases where the service is already
profitable.

3.4.2 Load dis-aggregation and flexibility availability monitoring

Smart meters and sensors, communication networks, data storage and processing systems, Al and ML algorithms, and
other technologies enable real-time information on the availability of flexible resources, such as demand response,
energy storage, and distributed generation, which can be used to balance the supply and demand of electricity on the
grid. This results in improved reliability, resilience, and efficiency of the electricity system, promotes the integration
of renewable energy sources, reduces the need for expensive infrastructure investments, and enables the
development of new business models that can drive innovation and growth in the energy sector. Additionally, the DSO
canimprove grid operation by using this flexibility to reduce congestion or voltage variations if they know the available
flexibility in close to real-time.

The economic feasibility of using flexibility instead of network reinforcement depend on the locality of the grid
congestion. (Anm4L, 2020) mention that flexibility can be preferable to grid investment with an IRR close to 0%, while
(Verdelho, Prata, Koraki, & Strunz, 2016) argue that is a large benefit for the DSO if flexibility contributes to postponing
investment in network upgrade. They estimate a negative NPV now but foresee a positive NPV in the future. In the
analysis of (Resch, Biihler, Schachler, & Sumper, 2021) it is shown that all flexibility options may be preferable
alternatives to traditional grid expansion from an economic point of view with savings of up to 85%. This view is also
supported by the answers of the survey with ratings from unprofitable to profitable for this service. The responses
also indicate the likelihood that this service will become more profitable in the future, once integration is simplified.

Table 5 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.
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Table 5: CBA assumptions load disaggregation and flexibility availability monitoring

Load disaggregation and flexibility availability monitoring

Units | Name Price Information Investment Oo/M Revenue Information Revenue per Lifetime Discount
Med and Std Costs Cost Med and StD year Rate
i 800 200 752 20
€/unit | HEMS 132 66 133 59%
€/unit | Battery 1.000 200 1.019 16 20

Table 6 presents the results of the CBA. This service comes with NPV of 309€, an IRR of 3% and no payback time within
the lifespan. The sensitivity analysis in

Sensitivity: IRR
B 0,0% 30,0% 60,0% 90,0%
0,04 T ~ ~
i & Load dis-aggregation 92.8%
36
- HEMS -3/5%
003 30 Battery | [
27 Battery (J5) |-0,8%
> 24 11
% 0,02 5 %
3 183
a 2
15
12
0,01 9
.
’
m 40

0,00
-10%

0%
Percentage

Figure 4 highlights the impact of the revenues (93%) on the IRR. There is a 74% certainty of a positive IRR, with the
revenues being the decisive factor.

Table 6: Results of the CBA for load disaggregation and flexibility availability monitoring

NPV 309€
IRR 3%
PBP None

Most significant variables with impact on the output Revenues
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Figure 4: Sensitivity analysis load disaggregation and flexibility availability monitoring

Based on the information above it is argued that this service is very case-depended, especially in comparison to normal
grid reinforcement, as it depends on the cost of grid reinforcement. It is expected that this service will become more
profitable when there is a clear understanding of the revenues and integration is simplified.

3.43 Energy home domotics (Home Automation)

This service can enable the efficient management of energy consumption by controlling various appliances and devices
thereby lowering electricity bill. The software component includes an automation system that can be programmed to
manage various electrical devices and appliances, such as heating and cooling systems, lighting, and entertainment
systems, to optimise energy consumption. The hardware component includes smart devices and sensors, such as
smart thermostats, motion sensors, and smart plugs, which can be connected to the automation system to monitor
and control the energy consumption of different devices.

Smart home energy management solutions in Germany lead to an IRR of 481%. This very high number can be explained
by a very high baseline energy consumption and very low up-front costs (Ringel, Laidi, & Djenouri, 2019). In (Chen,
Wang, & Feng, 2016) the life cycle net present value of all buildings was positive under the assumptions that an
intelligent system can save 6% of the buildings energy consumptions, however improper operation might lead to a
negative NPV. (Lemos-Vinasco, Schledorn, Pourmousavi, & Guericke, 2022) also mentioned potential economic
advantages.

Table 7 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 7: CBA assumptions energy home domotics

Energy Home Domotics

. . Revenue .
. Price Information Investment ; Revenue e s Discount
Units Name Med and Std Costs Inforar:l‘ztlsotr:)Med per year Lifetime Rate
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Table 8 presents the results of the CBA. This service comes with NPV of 45 241€, an IRR of 15% and a payback time of
8 years. The sensitivity analysis in
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Sensitivity: IRR

Figure 5 highlights the impact of the revenues (99%) on the IRR. There is a 98% certainty of a positive IRR.

Table 8: Results of the CBA for energy home domotics

NPV

IRR

PBP

Most significant variables with impact on the output

45 241€

15%

8

Revenues
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Figure 5: Sensitivity analysis energy home domotics

The economic feasibility is given for all cases of this service, as also highlighted by literature and the CBA.

3.44 Battery charge and discharge arbitrage systems

A Battery Charge/Discharge Arbitrage System is a digital service that monitors the price of energy and determines
whether to discharge or charge a battery based on the current market conditions. This system aims to take advantage
of the price differences between peak and off-peak energy demand, allowing users to buy energy during off-peak
times when the price is lower and then sell it back to the grid during peak times when the price is higher.

Literature suggests that economically feasible operation trough arbitrage is not possible due to small price differences
in the marker and limitations due to battery aging and efficiency (Braeuer, 2023). The IRR for this service are between
-3% and -29% (Yamuijala, Jain, Bhakar, & Mathur, 2022), (STORY, 2020), (Nunez, Canca, & Arcos-Vargas, 2022).

Table 9 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 9: CBA assumptions Battery charge and discharge arbitrage systems

Battery charge and discharge arbitrage systems

Price Oo/M Revenue .
Units Name Information Invgztsr;;ent Information gclansnt Information Med R‘::e:;? Lifetime D';‘;‘::"t
Med and Std Med and StD and StD pery:
125 25 128 1,6 0,16 1,48 10
€/kWh | Battery 15 9 1 59%
€KW | Inverter 30 5 26 0,39 0,04 0,52 20
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Table 10: Results of the CBA for battery charge and discharge arbitrage services

The NPV for this service is -105€, the IRR is -22% and there is no payback period within the lifetime of the service,
which is in line with the literature values highlighting the economic unfeasibility of this service. The sensitivity analysis
in Figure 6 highlights the impact of the revenues (95%) on the IRR. There is a 36% certainty of a positive IRR.

NPV -105€
IRR -22%
PBP None

Most significant variables with impact on the output Revenues

Sensitivity: IRR
0,0% 30,0% 60,0% 90,0%
Charge and Discharge AS
Battery :3/8%
Inverter |
Battery OM | 02%
Inverter OM

IRR

0,03

)
=}
~

Probability

e
=

H Gertaintytin=0% M w g |
H-h Certainty = 35.61%
0,00
-30% 20% 0%
Percentage

Figure 6: Sensitivity analysis battery charge and discharge arbitrage systems

This service is not economically feasible as the span between the high and the low electricity price periods is not big

enough. However, the sensitivity analysis shows that an increase in this span and therefore in revenues could make
this case profitable.

3.4.5 Consumption and emission tracking (buildings sector)

Smart meters and communication devices, EMS, and software (APIs) enable the Distribution System Operator (DSO)
to provide end consumers, with valuable information about the generation profile and GHG emissions ratio associated
with each period of the following day. By using this information, end consumers can shift their energy consumption to
periods that will have fewer GHG emissions associated with them. This eco signal can be communicated to the smart
meters and EMS devices, providing tangible benefits to energy communities and local authorities with emission goals,
as well as private citizens who wish to reduce their carbon footprint.

Insight from literature and expert consultation suggest an IRR in the range of -20% and +8% (Husiev, Canpos-Celador,
Alvarez-Sanz, & Terés-Zubiaga, 2023), (Global Alliance for Buildings and Construction, 2019).
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Table 11: CBA assumptions Consumption and Emission Tracking (by household)

Consumption and Emission Tracking (by household)

. Price Information Investment L . O/M N Discount
Units Name Med and Std Costs Information Cost Revenue | Lifetime Rate
Med and StD
€/unit | Smart (Consumption) Meter 120 15 144 10 2 7 30
€/unit | Emissions Sensor 80 10 88 8 1 9
€/unit | Gateway/HUB 70 10 74 12 2 11
€/unit | Mobile App 10 2 12 5 1 4
' Cloud St.orage & Data 20 5 17 20 5 16 5 5%
€/unit | Processing (annual) 177
Data Analytics Software
€/unit | Subscription (annual) 50 10 w 50 10 = 5
€/unit | Installation Service 100 20 157 50
€lunit Maintenance Service 30 5 32 1
(annual)

The NPV for this service is -208€, the IRR is -19% and there is no payback period within the lifetime of the service. The
most significant variables, which have an impact on the IRR are the revenues (41%) as well as the costs for the data
analytics software (-32%). There is a 4% certainty of a positive IRR.

Table 12: Results of the CBA for consumption and emission tracking (by household)

NPV -208€
IRR -19%
PBP None

Most significant variables with impact on the output Revenue, Costs of the data analytics software

Sensitivity: IRR
-30,0% 0,0% 30,0%
IRR ‘ i
0,03 L — 60
. OMCost-6 | [1=324%
. ' 50
0 Maintenance Service (annual) q
= o002 I H 20 d
3 2 OM Cost - 5 -8,4%
2 -
g 8 |
a *2 OM Cost - 1 i
0,014 20 O/M Cost - 3 -1.4%
R Emissions Sensor
Corainty —1.25% 1! .
R 40% 30% 20% 10% 0% 10 ¢ Mobile App 1%
Percentage
Gateway/HUB 1,1%

Figure 7: Sensitivity analysis Consumption and emission tracking (by household)
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This service comes with a low economic feasibility as highlighted by the literature review, the survey as well as the
CBA. If Operation and Maintenance (O&M) costs for the data analytics software would drop in the future it could
become an economic viable service.

3.4.6 Delivery services (V2G)

Delivery services in the mobility sector, such as electric vehicle (EV) delivery fleets, can contribute to the digitalisation
of the energy sector by utilising smart charging and vehicle-to-grid (V2G) technologies. These technologies enable the
EVs to communicate with the grid and charge at optimal times, considering factors such as grid congestion, renewable
energy generation, and electricity prices. Additionally, V2G technologies allow EVs to discharge electricity back to the
grid during peak demand periods, which can help balance the grid and reduce the need for fossil fuel power plants.

Literature emphasises that V2G of EV fleets can be beneficial from an economic point of view (Ahmadian, et al., 2018),
(Liao, Taiebat, & Xu, 2021), (Gough, Dickerson, Rowley, & Walsh, 2017). This is also in line with the survey results
rating the service as profitable (IRR of 9-20%). The profitability of this service could further improve within the next
five years if the hardware costs of connectivity are reasonable, good algorithms for battery optimisation are available
and higher market revenues from flexibility provision can be gained.

Table 13 presents the costs and revenues highlighting the median and the standard deviation that were considered
as well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 13: CBA Assumptions Delivery services

Delivery services

Units Name Price Information | Investment | O/M Information | O/M Inl?::rzgriin 5:‘::: Lifetime Discount
Med and Std Costs Med and StD Cost Med and StD year Rate
Costs for smart,
gpy | bidirectional ), 554 | 4 500 3.076
charging
stations
—— o
€EV Bldlrectlo_nal 1700 170 1.461 48 5 47 340 250 281 10 5%
electronics
Bidirectional
€/EV communication 71 7 78
systems

The NPV for this service is -2 812€, the IRR is -11% and there is no payback period within the lifetime of the service.
The most significant variables, that have an impact on the IRR are the revenues (91%) as well as the costs for the
bidirectional charging stations (-9%). There is a 3% certainty of a positive IRR.

Table 14: Results of the CBA for delivery services

NPV -2 812€
IRR -11%
PBP None

Most significant variables with impact on the output Revenues, Costs of charging stations
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Figure 8: Sensitivity Analysis Delivery services

Literature and the insights gained from the survey indicate economic feasibility, however the CBA comes with a
negative IRR. This leads to the conclusion that, under the specific conditions we analysed, the service is not currently
economically feasible. This could be due to different regulatory frameworks regarding V2G and the technical feasibility
of different vehicles to perform such services. Moreover, we included the cost of charging stations in the CBA, which
may have not been considered in literature/survey results.

3.4.7 Mobility services

Mobility services, such as ride-hailing, car-sharing, and other forms of transportation, can contribute to the
digitalisation of the energy sector because these services can provide real-time information on the location and travel
patterns of users, as well as their energy consumption and emissions. By combining this information with data on the
availability of charging stations and other infrastructure, mobility services can help to optimise the use of energy
resources and reduce the environmental impact of transportation.

Ride-hailing companies such as Uber and or Lyft have been taking off in the last few years. Uber generated $ 37.2
billion in revenue in 2023, an 16% increase on the previous year. It made $ 19.6 billion in revenue from ride-hailing,
and $ 12.1 billion from mobility. The rest came from freight services. 137 million people use Uber or Uber Eats once a
month, an 11% increase year-on-year. (Business of Apps, kein Datum) Lyft generated $ 4.4 billion revenue in 2023, a
7.5% increase year-on-year and a record for the company. Lyft had 21.4 million active riders in 2022, an 5.5% increase
on the previous year (Business of Apps, 2023). These numbers indicate a strong market need, however these two

companies already cover a significant market share.
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Table 15 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 15: CBA Assumptions Mobility Service

Mobility Services per city (100 000 users)

Units Name Price Information | Investment | O/M Information Oo/M L":;ns' Revenue Lifet gl"sn‘:
Med and Std Costs Med and StD Cost c ime
osts Rate
Central Server
€unit | Infrastructure 100.000 | 15.000 101.483 20.000 3.000 22.447 5
Data Centers
€/ (including 500.000 | 50.000 | 2.213.008 50.000 7.000 54.214
Sunits | redundancy) 5
€/1000 25000 | 5.000 | 12.893.778 | 10.000 | 2.000 | 6.201
units Vehicles ) ) ) ) ) ) ) 5
Software
Development (app | 200.000 | 30.000 178.251 50.000 | 10.000 53.697
€/unit | & backend) 11.119.837 5 5%
Licensing Fees
€/unit | (annual) 50.000 | 10.000 50.872 50
Marketing and
customer 150.000 | 20.000 134.458 75.000 | 10.000 69.836
€/unit | acquisition 50
Customer support
€/unit | services (annual) 100.000 | 15.000 [ 50
Insurance for fleet
€unit | (annual) 500.000 | 50.000 | 467.418 50

The NPV for this service is 29 073 684€, the IRR is 60% and the PBP is 2 years. The most significant variables, that have
an impact on the IRR are the costs of the vehicles (-63%) as well as the revenues from the service (36%). There is a
87% certainty of a positive IRR.

Table 16: Results of the CBA for mobility services

NPV 29 073 684€
IRR 60%
PBP 2

Most significant variables with impact on the output Vehicle cost, Revenues
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Figure 9: Sensitivity Analysis Mobility services

For a company operating a ride-hailing service this service seems to be feasible from an economic point of view.
However, literature suggest that there might already be a market saturation and that the market is covered by a
several bigger companies. The economic feasibility would be positively impacted if the vehicle costs would decrease
in the future.

3.4.8 Automated driving (all sectors, e.g., aviation, maritime, railway, etc.)

By using software and hardware such as sensors, GPS, and mapping data, automated driving can optimise driving
routes, reduce energy consumption, and minimise vehicle idle time, resulting in reduced fuel consumption and
emissions. Furthermore, automated driving can enable more precise prediction and management of vehicle charging,
making it easier to integrate renewable energy sources and reduce the need for peak-load power plants.

Literature suggests that significant capital outlays will be necessary before autonomous-vehicle business are
profitable. The per-mile cost of autonomous shared mobility is expected to be highly competitive with private vehicles
and more cost-effective than car-sharing services, car rentals, ride-hailing, or solo taxis (McKinsey&Company, 2023).
By 2035, autonomous driving could create $300 billion to $400 billion in revenue. (McKinsey&Company, 2023). The
greatest benefits are saved driver costs for trucks and decreased travel time costs for car drivers. In the example
calculations, capital costs may increase by 22% for cars and 36% for trucks for benefits to exceed costs in 2025.
(Andersson & lvehammer, 2019)

Table 17 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 17: CBA Assumptions Automated driving

Warehouse Automated Vehicles Upgrade

Unit Name Price Information | Investment Infog:l':tion Oo/M Licensin Ree\;r:u Lifetim | Discoun
s Med and Std Costs Med and StD Cost | g Costs year e t Rate
el AGVs or AMRs 25.000 | 5.000 25.000 1.000 | 250 | 190 - 10
- 5%
eluni Charging Dock 2500 | 500 2,500 200 | 50 | 200 - 5
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€/uni Navigation and

: Mg Sefunare 1000 | 200 1,000 150 | 30 | 150 500 25
€/uni Obstacle Detection

! o o 300 50 300 50 | 10 | 50 - 5
€/uni | Wi-Fi Communication 600 100 600 100 25 100 ) 5

t Systems
€uni 1.00

! Control Software 35.000 | 2.500 35.000 1000 | 200 | "9 500 15.000 25
€M integration Interfaces | 10.000 | 2.000 10.000 500 | 100 | 500 - 10
N1 safety Systems 2500 | 500 2.500 100 | 20 | 100 500 5
€MnT 1 Conveyor Systems | 20.000 | 2500 | 20.000 1500 | 300 | 10 . 10
€ ;‘”‘ RFID Reader 500 100 1,500 100 | 20 | 100 - 5
€10

0 RFID Tags 100 30 1,500 100 | 20 | 100 - 1
units
€/uni Docki

t ocking Hardware 1.000 250 1.000 80 15 80 - 5
€ UM Training Material 1000 | 200 1,000 300 | 60 | 300 | 1.000 1

The NPV for this service is -56 468€, the IRR is -11% and there is no payback period within the lifetime of the service.
The most significant variables, that have an impact on the IRR are the revenues (95%) from the service. There is a
certainty of 16% of a positive IRR.

Table 18: Results of the CBA for automated driving

NPV -56 468€
IRR -11%
PBP None

Most significant variables with impact on the output Revenues

Sensitivity: IRR
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Figure 10: Sensitivity Analysis Automated driving
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This service comes with very high O&M costs, which make up almost half the amount of revenues, as well as quite
high investment costs. Currently, this service is not yet profitable for the companies that must bear investment costs
for the technology, however as literature suggest it could become profitable in the future, with dropping costs.

3.49 Charging and driving patterns (for tariff design)

For this service, data collected can be used to design tariffs that incentivise EV owners to charge their vehicles at times
when electricity demand is low, reducing the burden on the grid and avoiding the need for expensive infrastructure
upgrades. Tariffs can also be designed to incentivise EV owners to charge at times when renewable energy generation
is high, promoting the integration of renewable energy into the grid.

The survey results rate electric vehicle charging and driving patterns as profitable with an IRR between 9% and 20%,
enabled by the use of dynamic tariffs. A reduction of 32%-34% of the costs due to optimised charging and a prolonged
stay time are estimated in (car2flex, 2021). Another paper suggests savings of 11% (Tlan, et al., 2021).

Table 19 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 19: CBA Assumption charging and driving patterns for tariff design

Charging and Driving Patterns for Tariff Design

Price Price O/M oM

Unit Name Information Informatio | Investmen | Informatio Cos Licensin Revenu Lifetim | Discoun

s Med and n Med and t Costs n Med and t g Costs e e t Rate

Std unit Std StD
Charging
€/uni | Management 2000 | 30 | 200 | 30 1 4794 | 400 | 100 | 353 | 1.500 7
0 0 0

t Software
€/uni | Data Analytics 5.000 80 5.00 80 4.527 800 | 200 | 926 2.000 7

t Platform 0 0 0
€/10 1.50
units | 1oT Sensors 150 30 0 95 1.481 20 5 13 5
€/uni Edgg Computing 1.200 20 1.20 | 20 1280 150 30 76 5

t Devices 0 0 0 11.587 5%
€/uni | Network 2000 | 40 | 200 | 40 2.034 250 | 60 | 181 10

t Infrastructure 0 0 0
€/uni 40 | 3.00 | 40

t | CloudStorage | 3999 | o | 0 | o B2 3.000 50

Mobile App for
€/uni | Users (third 5000 | 20 | 500 | 80 | 483 1.000 5
0 0 0

t party)
€/uni | Data Security 50 2.50 50

t Tools 2.500 0 0 0 2.353 500 | 100 | 490 1.000 5

The NPV for this service is 21 896€, the IRR is 29% and the PBP is three years. The most significant variables, that have
an impact on the IRR are the revenues (50%), the investment as well as the O&M costs of the data analytics platform
(-10% and -9% respectively) and the costs for the data security tools (-9%). This services comes with a 100% certainty
of a positive IRR.

Table 20: Results of the CBA for charging and driving patterns for tariff design

NPV 21 896€

IRR 29%
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Figure 11: Sensitivity Analysis Charging and driving patterns for tariff design

For entities that manage EV charging infrastructure (such as charging point operators or fleet managers), the service
is economically feasible as highlighted by literature, expert interviews and the CBA.

3.4.10 Virtual battery estimation

By using advanced modelling and forecasting techniques to estimate the capacity of distributed energy resources, such
as rooftop solar panels and electric vehicles, to act as a virtual battery, this technology can improve the integration of
renewable energy sources. Moreover, it enhances the flexibility and resilience of the grid, reduce the need for
expensive infrastructure investments, enable new energy services, and provide consumers with greater control over
their energy consumption and costs.

A study estimates the IRR of a virtual power plant to be between 76% and 321% (hybrid-VPP4DSO, 2017). However,
the survey of market actors conducted for this project reflects a more cautious current market perception. As part of
the survey, the IRR was ranked as neutral (IRR of 5-8%).

Table 21 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 21: CBA Assumptions Virtual battery estimation

Parking Lot per kW of Installed power - Requirements (Level 2 CS - 7 to 19 kW)
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NO | Software 31 15
YE
100 500 S | Smart Meters 6 31 19 10 50 1 3 2 15
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10 200 S | Sensors 1 13 7 1 20 0 1 1 7
YE
50 600 S loT Gateways | 3 38 39 10 100 1 6 3 7
Charging
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Battery
1.50 Management 450
200 0 NO | Systems 13 94 50 20 200 1 13 5 10
2.00 YE | Data Storage 59
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The NPV for this service is -3 913€, the IRR is -37% and there is no payback period within the lifetime of the service.
The most significant variables, that have an impact on the IRR are the costs of the computing hardware (-35%) and the
costs for network equipment (-13%). There is a 0% certainty of a positive IRR.

Table 22: Results of the CBA for virtual battery estimation

NPV

IRR

PBP

Most significant variables with impact on the output

-3913€

-37%

None

Costs of network equipment, cost of computing
hardware, cost of battery management system
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Figure 12: Sensitivity Analysis Virtual battery estimation

This service is not profitable at the moment for investors, which shows a different picture compared to literature
values and the survey results. The reason could be the many different services are associated with virtual battery
estimation, such as grid reinforcement that are very case dependent. A reduction in network equipment and
computing hardware would increase the economic feasibility of this service.

3.4.11 Flexibility offers (explicit)

Flexibility offers is a digital service in the industrial processes sector that involves offering flexibility in energy
consumption or generation to the energy market, in response to market conditions. By offering flexible energy,
industrial processes can help to balance the grid, reducing the need for expensive peaking power generation and
improving grid stability.

According to the survey results, this service is rated between neutral (IRR of 5-8%) and profitable (IRR of 9-20%). As
reasons for it not to be profitable yet, a lack of regulation, the cost of online communication and SCADA setup,
penalties for not delivering the service, insufficient revenues and social acceptance were mentioned. Better market
rules, more aggregators and better promotion could help the service to become profitable within the next 5 years.
Due to the current market risk, the internal rate is higher at the moment and lower in the future.

Literature suggest that the economic feasibility of this service is dependent on the different technology set-ups, with
IRR between -9% and 56% (X-FLEX, 2023).

Table 23 presents the costs and revenues highlighting the median and the standard deviation that were considered as
well as the lifetime and discount rate for the calculation of the Everyl CBA.

Table 23: CBA Assumptions Flexibility offers (explicit)

Flexibility offers (explicit)

Oo/M Revenue

Price . Oo/M . . . Revenu e o .
Units Name o Investment Information Cos Licensin Informatio e per Lifetim | Discoun
Costs Med and g Costs n Med and e t Rate
Med and Std StD t StD year
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The NPV for this service is 36€, the IRR is 6% and the PBP is ten years. The variables that have the most impact on the
IRR are the revenues (85%) and the system storage costs (-15%). The IRR is 81% likely to be positive.

Table 24: Results of the CBA for flexibility offers (explicit)

NPV

IRR

PBP

Most significant variables with impact on the output

36 €

6%

10

Revenues, System storage costs

0,04

0,03

Probability
g

IRR

20,00%
Percentage

40,00%

60,00%

Aauenbeiq

Sensitivity: IRR
0,0% 30,0%
Flex offers_explicit
System storage costs | -A52%
System storage costs (J4)

60,0%

Figure 13: Sensitivity Analysis Flexibility offers (explicit)

This service is economically feasible based on literature, interviews and the cost-benefit analysis.

3.5

Figure 14 maps the adoption rate, and maturity as well as the IRR.

Conclusion of the CBA
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Figure 14: Overview of the Adoption rate, the maturity and the IRR of the different services
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Figure 15: Relation of IRR and Maturity level and IRR and Adoption rate

Based on the eleven analysed services the correlation between the IRR and maturity for LAHM services is given but
not strong (0.32), meaning that a lower maturity level does not necessarily entail a lower IRR. For the adoption level
and the IRR, the correlation of LAHM services is higher (0.52). For HALM services between the maturity level and the
IRR there is almost no correlation (0.02). This is also true for the IRR and the adoption level (0.06), which means the
high adoption rate of HALM services cannot be explained by the economic profitability.
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However, it should be considered that many of the services are very specific and therefore make the economic
feasibility very case dependent, which could alter the results. This could also explain the lower correlation in HALM
services, as there might be other drivers besides the economic feasibility in place pushing implementation. Conversely,
the higher correlation for LAHM services could indicate that the economic feasibility may be a barrier. Moreover, the
limited number of analysed services results in a lower reliability of the correlation.

The economic feasibility study highlights different estimations regarding the economic feasibility of the same service,
which could entail uncertainty and risk related to those services and therefore potentially hinder adoption. We also
found that O&M costs are quite high in comparison to investment costs, which could indicate immature services but
also give the possibility for future economic feasibility if costs should drop.

The results lead to the conclusion that there must be other barriers in place than the economic feasibility, hindering

the successful adoption of a specific service, such as regulatory, technical, or social challenges. This is further
elaborated on in Chapter 2 (technical/regulatory barriers) and Chapter 5 (user acceptance).
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4 Collection of tools to assess the economic feasibility of

digital services

The purpose of this chapter is to present a structured repository of resources. It outlines the assembled collection of
tools designed to support stakeholders in evaluating the economic viability of diverse digital energy services. This
initiative directly contributes to the project's objective of providing actionable insights for return on investment (ROI)
assessments, complementing the specific economic feasibility analyses conducted in Chapter 3. The repository aims
to equip users with practical means for undertaking cost-benefit analyses and making informed investment decisions
regarding digital technologies in the energy sector.

4.1 Methodology for Tool Collection and Categorisation

The compilation of the tool repository involved a systematic approach to ensure relevance and comprehensiveness.
Tools were identified through a multi-faceted process, including desk research of publicly available databases and
resources, contributions from project partners with domain expertise. The primary criteria for inclusion stipulated that
tools must be directly applicable to assessing the economic feasibility of digital energy services, demonstrate practical
utility for stakeholders, be reasonably accessible, and provide substantive support for evaluating key economic
aspects, such as investment requirements, operational cost impacts, potential revenue streams or savings, and the
overall financial case for digital energy service adoption.

The collected tools are categorised within the repository primarily by the sector of application (e.g., Buildings, Mobility,

Industrial Processes) and secondarily by the specific type of digital service or economic analysis they facilitate, ensuring
a user-friendly and logical structure for navigation and tool selection.

4.2 Overview of the Tool Repository

The tool repository is made available as a dynamic and comprehensively structured resource, accessible via the official
Everyl project website at https://everyl.energy/knowledge-hub. This online platform is designed to serve as an up-
to-date and practical reference for stakeholders seeking to evaluate the economic feasibility of digital energy services.
For each tool catalogued within the repository, standardised information fields are consistently provided to ensure
clarity, facilitate ease of use, and allow for comparability. These fields typically encompass:

e Tool Name: The official name of the tool.
e Brief Description: A concise summary of the tool’s purpose and functionality.

e Typical Input Parameters: Examples of data required by the tool (e.g., capital costs, operational costs, energy
prices, system lifetime).

e Key Outputs: The principal economic indicators or results generated (e.g., NPV, IRR, annual savings).

e Cost/Access: Information on whether the tool is free, subscription-based, or requires purchase, along with
accessibility notes.

e Direct Link/Source: A hyperlink to access the tool or its provider’s page.

Stakeholders are encouraged to visit the Everyl Knowledge Hub for the complete and detailed listing, where they can
navigate the repository using the established categorisation system.
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4.3 lllustrative Examples of Tools from the Repository

This section provides illustrative examples of the types of tools included in the repository, categorised by their primary
sector of application, to demonstrate the breadth and utility of the collected resources.

4.3.1 Tools for Building Sector Applications

The repository contains several tools relevant to assessing the economic feasibility of digital services in the
building sector. For renewable energy integration, tools such as PVGIS (Photovoltaic Geographical
Information System), an open-access tool provided by the European Commission's Joint Research Centre,
enable users to estimate solar PV energy production and associated economic returns based on location, PV
system specifications, and local solar radiation data. For energy management and renovation, platforms like
Effy (only French market) or the principles behind government-backed tools like MaPrimeRénov assist
homeowners in evaluating the financial implications of energy efficiency upgrades, calculating potential
savings and assessing payback periods for investments in smart thermostats, building automation, or
insulation combined with digital monitoring.

4.3.2 Tools for Mobility Sector Applications

In the mobility sector, the repository includes tools designed to assess the economic aspects of electrifying
transport and deploying smart charging solutions. For instance, tools in the vein of A Better Routeplanner
(ABRP), while primarily a route planner, incorporate elements that can inform economic decisions by
estimating charging costs based on EV model, route, and charger availability. Dedicated EV fleet management
or smart charging ROI calculators (often provided by solution vendors or consultants) allow for detailed
analysis of operational savings, impact of V2G participation, and investment payback for charging
infrastructure, examples of which are referenced.

4.33 Tools for Industrial Sector Applications / Cross-Cutting Tools

For industrial applications and more complex, cross-cutting energy systems, the repository highlights
sophisticated modelling tools. RETScreen Expert, developed by Natural Resources Canada, is a comprehensive
clean energy project analysis software that can be used to assess the viability of a wide range of renewable
energy, energy efficiency, and cogeneration projects, including detailed financial modelling. Similarly, HOMER
Pro (Hybrid Optimization Model for Multiple Energy Resources) is widely used for designing and evaluating
the economic and technical feasibility of microgrids and distributed generation systems, often relevant to
industrial sites or energy communities.

4.4 Guidance on Selecting and Utilising Tools

To derive maximum benefit from the tool repository, stakeholders are encouraged to select tools based on the specific
digital energy service under consideration, the scope of the economic assessment required, the data available for
input, and the desired level of detail in the outputs. For preliminary assessments, simpler, often free tools may suffice.
For detailed investment-grade analysis, more sophisticated modelling software might be necessary. Users should
critically evaluate the underlying assumptions, regional applicability, and data requirements of any chosen tool.
Ensuring the accuracy of input data is paramount, as the output of these tools is highly dependent on the quality of
the information provided, thereby directly impacting the reliability of the economic feasibility assessment.

This chapter has detailed the collection and structuring of a repository of tools aimed at assessing the economic
feasibility of digital energy services. By providing an overview of the repository's content, illustrative examples, and
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guidance for tool selection, it contributes a valuable resource for project stakeholders. The curated collection is
intended to empower users to conduct robust economic evaluations, supporting informed decision-making in the
adoption, procurement, and deployment of digital technologies within the evolving energy landscape. The repository,
as presented on the Knowledge Hub, serves as a valuable reference established through the project's activities.
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5 Best practices and acceptability criteria

Technological innovations support the reduction of emissions originating from energy systems. However, a transition
to a low-carbon society is not solely technology-driven. The user or citizen plays a decisive role and needs to be
considered as an integral part of these changes. This begins with user-centred design of new products and services
and extends to willingness to invest into a new technology and ends with the actual user behaviour, such as practices
and habits. The latter is highly influential for the adoption, acceptance and the actual potential for lowering carbon
emissions via the use of new technologies.

This chapter identifies a set of best practices for acceptability criteria/conditions that enable different end-users to
evaluate and compare the performance of similar solutions in a different technical, socio-economic, and regulatory
context. As in D2.1 the end users are private households and businesses for whom solutions are developed in the
categories Buildings, Mobility, Infrastructure & Industrial Processes. The criteria for acceptance and adoption of
solutions will be first identified via literature search, followed by an assessment of applicability for the different use
cases. The results are presented as a matrix displaying the relationship between end users and categories.

5.1 The role of the end-user in technology acquisition and adoption

The role of end users in technology acquisition and adoption is crucial, particularly in the context of energy transition,
as their behaviours and daily practices directly influence the effectiveness of energy-related technologies. Unlike other
innovations, energy technologies face an initial investment barrier, requiring additional considerations to ensure
adoption. End users act as context providers, bringing real-world workflows, pain points, and external factors into
focus, which helps shape technology development to suit diverse needs. They also serve as early-warning sensors and
usability testers, providing valuable feedback during pilot programs and user experience trials, flagging confusing
interfaces, missing functionality, or integration gaps that could hinder adoption.

Additionally, end users play a key role as security and compliance allies, identifying sensitive data, understanding how
it moves through their daily activities, and ensuring policy adaptations that balance security with practicality. As
continuous improvement drivers, their insights and suggestions—often focused on small refinements—can
accumulate into significant efficiency gains, shaping the evolution of energy technologies over time. By actively
engaging in these roles, end users help drive innovation, refine usability, and foster trust, ultimately accelerating the
transition toward more sustainable energy solutions.

First, the intention was to identify factors for acceptance of certain technologies for the two subgroups “private” and
“business” users, we see a lack of literature for the second type of end users. Therefore, the results derive mainly from
private persons. If any finding was specified to be relevant for businesses this is indicated as such.

5.2 Approach for literature search

The first step of the literature search served to identify frameworks and approaches for user acceptance of technical
solutions. After the first review of most relevant frameworks, the Unified Theory of Acceptance and Use of Technology
2 (UTAUT2) seemed most appropriate for the conditions of this report, because (i) it is based on TAM, which is the
most used framework, but has adapted some variables; e.g. social influence and facilitated conditions promise added
value for a better explanation of factors that influence user acceptance, (ii) it contains the highest number of defined
factors, and (iii) UTAUT2 produced a substantial improvement in the variance explained in behavioural intention (from
56 percent to 74 percent) and technology use (from 40 percent to 52 percent) in comparison to older frameworks
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(such as TAM, TPB, UTAUT, etc.)(Chang, 2012; Venkatesh et al., 2012). UTAUT and UTAUT2 have been applied as
baseline models in different contexts and for different technologies (Venkatesh et al., 2012, p. 158). Accordingly,
UTAUT models have already been adapted and extended in the context of SETs (smart energy technology). SETs are
built on information technologies, and thus it is reasonable to adapt UTAUT2 for this context (see Girod et al., 2017,
p. 417). [(GroRe-Kreul, 2022)]. In the subsequent Chapter 5.3 the constructs of the original UTAUT research model
introduced by Venkatesh et al. in 2003 (Figure 17) and the extended model UTAUT2 (Venkatesh et al., 2012) are both
shown, because the found reviews used often a combination of different models and adapted the variables or
constructs to create a consistent categorisation across their reviewed studies. For example, we observed that some
studies created own categories using the UTAUT model that have been later introduced by the UTAUT2 model, such
as Borragdn et al., 2024 used “hedonic motivation & trust” as an intrinsic category and assigned it under the UTAUT
construct “Experience”, while “hedonic motivation” was introduced as a construct under the UTAUT2 model. For the
sake of consistency, those variables that were categorised with the old model by the review authors has been
transformed to fit the constructs of the UTAUT2 model. Additionally, reviews with their own categorisation were also
subjected to a transformation of variables to the UTAUT2 model. This is necessary to ensure consistency for the results
and to include as many variables as possible.

As a second step, reviews for the three categories and the applicability of the described digital solutions were searched
with Boolean search strings that are indicated within the respective chapter, as well as the numbers of found articles
and the further exclusions. The final selection of reviewed articles are summarised in tables for each category including
the used frameworks and the assessed products, technologies or services.

Our analysis of the existing literature found several reviews relevant for both categories “buildings” and infrastructure
and industrial processes”. If regarded to fit better in one of the other category these solutions were moved to the
corresponding section.

5.3 Description of the UTAUT2 constructs

The Unified Theory of Acceptance and Use of Technology (UTAUT), developed by Venkatesh et al. (2003), synthesizes
previous technology acceptance research and includes four key constructs: performance expectancy, effort
expectancy, social influence, and facilitating conditions. These constructs impact users' behavioural intention to use
technology and actual usage. Performance expectancy refers to the benefits of using technology, effort expectancy to
the ease of use, social influence on the perceived opinions of important others, and facilitating conditions to the
available resources and support. Age, gender, and experience moderate these relationships. A review of over 500
articles reveals that many studies reference UTAUT without applying or extending it, and the addition of new
constructs has often been ad hoc. Nevertheless, in 2012 Venkatesh adds three constructs to UTAUT: hedonic
motivation, price value, and habit. Hedonic motivation, defined as the fun or pleasure derived from using a technology,
is an important predictor of technology acceptance and use. Price value, which considers the trade-off between
perceived benefits and monetary cost, significantly impacts consumers' intention to use technology. Habit, reflecting
the extent to which behaviours are performed automatically due to learning, influences technology use beyond the
effect of intention. Experience is necessary but not sufficient for forming habits, and habit levels vary based on the
extent of interaction with the technology. Summarising the factors (Error! Reference source not found.), UTAUT2 has
seven constructs theorized to influence behavioural intention: performance expectancy, effort expectancy, social
influence, facilitating conditions, hedonic motivation, price value, and habit (Venkatesh et al., 2012, p. 160).
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Figure 16. The extended UTAUT2 model used for the purpose of this assessment
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Figure 17 The precursor research model UTAUT
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We have excluded Age, Gender and Experience as dependent variables from the evaluation, because according to
(Venkatesh et al., 2012) these are moderator variables. Age and Gender are moderating the effect on both
independent variables, behavioural intention and use behaviour, via all seven UTAUT2 constructs. Experience has a
slightly different moderating effect on the two independent variables. Additionally, occasionally UTAUT dependent
variables were used as independent variables, such as Behaviour & Adoption or Behavioural Intention, which has been
excluded from further evaluation.

54 Results for the three categories Buildings, Mobility, Infrastructure and Industrial Processes

54.1 Buildings

Literature Search and Selection Process

To ensure a comprehensive review of existing research on the acceptance of energy-efficient practices in residential
buildings, a systematic literature search was conducted using Boolean search strings across two academic databases:
ScienceDirect and OpenAlex.

1) Boolean Search Strategy

e Astructured query was formulated to include the keywords "building OR home OR household", combined
with "energy" and "acceptance".

e The search was applied to relevant fields:
e ScienceDirect (Search date: September 10, 2024)

o The query was executed across the title, abstract, and author-specified keywords, yielding 66
results.

o Results were filtered to include only review articles.
e OpenAlex (Search date: September 10, 2024)
e The query was applied to titles and abstracts, retrieving 105 results.
e Filtering was applied to retain only review articles.

After consolidating results from both databases, an initial dataset of 171 publications was obtained. 18 duplicate
entries were identified and removed, resulting in 153 unique records.

2) Title and Abstract-Based Selection

To refine the dataset, a preliminary screening was performed based on title and abstract relevance. This step aimed
to identify publications that directly addressed the topic of energy acceptance in residential settings, leading to a
significant reduction in records. After this filtering process, 22 review articles were selected for further examination.

3) In-Depth Review and Final Selection
A detailed assessment of the 22 shortlisted reviews was conducted, focusing on:

e Theoretical frameworks applied (mentioning of variables and quantifiable analysis)
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e Empirical findings relevant to the study's scope (e.g. factors relevant for users in residential or commercial

buildings, focus on digital solutions and products, ...)

Following this in-depth reading and evaluation, the final selection was narrowed down to three key publications,

which provide the most relevant insights into the topic of energy acceptance in residential buildings.

Table 25. Final list of reviews selected for the assessment in the category buildings.

Buildings
Publication (reviews only) Framework | Relevant Digital Service or Product
used evaluated

https://doi.org/10.1371/journal.pone.0292558.

Borragadn, G., M. Ortiz, J. Boning, B. Fowler, F. | UTAUT & | Electric vehicles (EVs),

Dominguez, P. Valkering, und H. Gerard. ,,Consumers’ | TPB Home batteries (HBs),

adoption characteristics of distributed energy resources | (Theory of Appliances to unlock flexibilities (AFs)

and flexible loads behind the meter”. Renewable and | Planned

Sustainable Energy Reviews 203 (2024): 114745. | Behaviour)

https://doi.org/10.1016/j.rser.2024.114745.

Mata, Erika, Diego Pefialoza, Filip Sandkvist, und Theo | No specific | Smart home technologies, such as

Nyberg. ,,What is stopping low-carbon buildings? A efficient appliances, appliances for

global review of enablers and barriers”. Energy flexibility, smart building and

Research & Social Science 82 (2021): 102261. digitalization (e.g., smart metering,

https://doi.org/10.1016/j.erss.2021.102261. interactive thermostats)
demand-supply flexibility (e.g., peak
shaving, load shifting)

Valencia-Arias, Alejandro, Sebastian Cardona-Acevedo, | Own Evaluated the theoretical models used

Sergio Gomez-Molina, Juan Gonzalez-Ruiz, und | research by other authors for user acceptance

Jackeline Valencia. ,,Smart Home Adoption Factors: A | model and suggested a new research model.

Systematic Literature Review and Research Agenda“. | containing | Not used for further evaluation.

PLoS ONE 18, Nr. 10 (20. Oktober 2023): e0292558—- | TAM, TPB,

€0292558. DO,
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Table 26. Full analysis of variables influencing the user acceptability of digital technologies related to buildings.
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Influence on
acceptability

. .. . . UTAUT2 truct M L
Review Digital Service or Product Variables used by authors . construct / . ore . ess
variable likely likely
Appliances for flexibility Attitudes & Beliefs, Specifics to technology Performance Expectancy 2
) Appliances for flexibility P_ercel\./ed Beha_woural Control, Access, Facilitating Conditions 9 4
Borragdn et al. Financial Benefits
2024 Appliances for flexibility Hedonic Motivation & Trust Hedonic Motivation 1 4
. I N , Social Infl , Branding & .
Appliances for flexibility orms . oclalIntluences, Branding Social Influence 3 2
Marketing
Home Batteries Hedonic Motivation & Trust Hedonic Motivation
Home Batteries Normes, Social Influences, Symbols Social Influence
Borragan et al. - - - - e —
5024 Home Batteries Access, Financial Benefits Facilitating Conditions 11
Home Batteries Environmental benefits Performance Expectancy 0 1
Home Batteries Financial barriers, Tariffs Price Value 5 1
Efficient appliances Financial benefits, Compatibility Facilitating Conditions 4 1
- . Branding & Marketing, Social Influences, .
Mata et al. Efficient appliances Valuesl g ing ! Y Social Influence 12 7
2021
Efficient appliances Attitudes & Beliefs, Specifics to technology Performance Expectancy 1
Efficient appliances Financial barriers Price Value
Mata et al. Peak shaving Financial barriers Price Value 1
2021
- Fi ial fits, P i Behavi | e -
Load shifting inancial bene It? “ercelved ehavioura Facilitating Conditions 2 2
Control, Compatibility
Mata et al. o Attitudes & Beliefs, Outcome Expectations,
Load shift e Performa Expecta 2 2
2021 @ Thng Specifics to technology Fmance txpectancy
Load shifting Values, Social factors Social Influence 1
Load shifting Financial barriers Price Value
- Fi ial fits, P i Behavi | e -
Smart building inancial benefits, Perceived Behavioura Facilitating Conditions 2 2
Control
- Atti Beliefs, ifi hnology,
Mata et al. Smart building titudes & Belie s. Specifics to technology Performance Expectancy 2 8
2021 Outcome Expectations,
Smart building Values, Branding & Marketing Social Influence 1
Smart building Financial barriers Price Value
Smart meterin Financial benefits, Access, Perceived Facilitating Conditions 9 4
& Behavioural Control, Compatibility €
. Branding & Marketing, Social Influences, .
Ma;gzeI al. Smart metering Values, Social factors Social Influence 4 4
- Beli £ -
Smart metering Attltl.“.jes & Beliefs, Outcome Expectations, Performance Expectancy 2 1
Specifics to technology
Smart metering Financial barriers Price Value 6
Mata et al. . Financial benefits, Facilitating Conditions S .
Smart h technol . - Facilitating Condit 10 6
2021 and mart home technologles Perceived Behavioural Control, Compatibility aclitating Londitions
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Influence on
acceptability
. .. . . UTAUT2 truct M L
Review Digital Service or Product Variables used by authors . construct / . ore . ess
variable likely likely
Billanes, Ma, Attitudes & Beliefs, Outcome Expectations,
and Jorgensen . Specifics to technology, Outcome
Smart h technol . . . Perf E t
2025 mart home technologles Expectations, Perceived Usefulness, Relative eriormance txpectancy
Advantage
. Branding & Marketing, Social Factors, .
Smart home technologies randing arke !ng. octatractors Social Influence 8 2
Norms, Values, Social influences
Smart home technologies Price Value, Financial barriers Price Value 2 8
Smart home technologies Hedonic motivation & Trust Hedonic Motivation 4
Smart home technologies Ease of Use and Perceived Ease of Use Effort Expectancy 3
smart home tec.hn.olog|es Financial barriers Price Value 1
(commercial buildings)

5.4.1.1 Summary of influential factors for digital products and services relevant for buildings

5.4.1.1.1 Appliances for flexibility & Efficient appliances & smart metering & smart building & Smart home
technologies

These smart home appliances include “a variety of products, services and systems that can be controlled and
monitored remotely; their use can facilitate the energy use reduction and flexibility services. While these technologies
may not generate flexibility on their own, they can facilitate the generation or utilization of flexibility from other
sources. Examples stated in the reviews: Home Energy Management Systems (HEMS), and appliances that can be
monitored with HEMS, such as smart thermostats, air conditioners, refrigerators, washing machines, dishwashers,
dryers, kitchen appliances, home security systems, and smart lighting.

Most influential UTAUT2 constructs Facilitating Conditions, Social Influence, Price Value and Performance Expectancy

Among the facilitating conditions that positively influence the usage and adoption of appliances and smart home
technologies are financial benefits, including high potential savings, reduced operating costs, and short payback
periods, which make these solutions more attractive. Various subsidies, such as net metering, incentive systems, smart
tariffs, and time-of-use tariffs, enhance affordability and encourage adoption. Additionally, perceived economic
benefits, such as energy savings and operational efficiencies, can alleviate cost concerns, leading users to recognize
that long-term savings outweigh initial expenses, thus making them more willing to adopt the technology.
Furthermore, technologies that seamlessly integrate into users’ lifestyles or work practices tend to be embraced more
readily; for example, an energy management system that connects with existing appliances and devices may be
particularly appealing. The ability to achieve greater control—whether through knowledge of electricity consumption
reduction or remote control capabilities—enhances user confidence and engagement. The availability of specific
appliances tailored for energy efficiency and strong governmental policy support also play vital roles in facilitating
adoption

Among the facilitating conditions that negatively influence the usage and adoption of appliances and smart home
technologies are low levels of control over appliances and supply, leading to uncertainty and inefficiencies.
Additionally, the lack of compatibility with existing equipment, design, and tools, as well as the absence of
standardization, presents significant barriers to seamless integration. Furthermore, a lack of soft skills among users
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can hinder the adoption of data-driven technologies, as inadequate communication skills or resistance to change may
impede the effective implementation and utilization of new systems.

The adoption and use of appliances for efficiency and flexibility is also highly influenced by social influences. Among
the social factors that are encouraging are the availability of information and support from various stakeholders,
including clear information and labelling, which help users make informed decisions. Additionally, social norms and
environmental values, along with a sense of connectedness to nature, play a crucial role in shaping individuals'
attitudes toward adoption. Social influences, such as peer effects and professional advice, further enhance acceptance,
as individuals may feel more inclined to adopt a particular technology when peers, family members, or influential
figures endorse or actively use it.

Factors that are rather inhibiting the use and adoption of appliances and smart home technologies include a lack of
knowledge among professionals and households, which creates uncertainty about the benefits and proper usage of
such systems. Additionally, scepticism regarding labels and claims, along with insufficiently detailed electricity
consumption information provided by distribution system operators (DSOs), prevents customers from making
informed decisions and reacting accordingly. Distrust among stakeholders further slows adoption, as concerns over
transparency and reliability emerge. Moreover, human detachment concerns contribute to reluctance, with users
fearing that over-reliance on technology may reduce personal interaction and lead to isolation, diminishing their
willingness to embrace automation-driven solutions.

The adoption of smart home technologies is heavily influenced by financial constraints, particularly budgets,
investment costs, and the level of government support available. Limited subsidies or incentives can discourage
potential users, as the initial financial burden remains high. Additionally, the distribution of benefits along the value
chain, including subcontracting expenses, plays a crucial role in decision-making. High running and maintenance costs,
combined with fluctuations in electricity sales due to market changes, add further uncertainty. Users often hesitate to
invest in expensive smart home systems without clear evidence of long-term benefits or return on investment.
Without compelling financial advantages, adoption rates may remain low. Estimates suggest that such systems require
substantial upfront investments, particularly for large-scale commercial buildings, where implementation costs can be
even higher. Furthermore, retrofitting older buildings significantly increases expenses due to compatibility issues and
infrastructure updates, making adoption a complex and costly endeavour.

Influential Performance Expectancy factors with a driving effect on the adoption of smart and efficient appliances for
usage in homes are appealing and trustworthy technology that users perceive as reliable and beneficial in their daily
lives. Interactive feedback mechanisms that enhance user engagement and provide real-time insights into efficiency
and usage patterns. Status and comfort, as individuals tend to adopt technologies that align with their lifestyle and
social aspirations. Users are more inclined to embrace technologies that they believe will enhance their performance
or efficiency and that are easy to learn and operate. Well-being considerations play a significant role in adoption when
technologies are perceived to improve users’ quality of life. Innovations that contribute to health, comfort, or
convenience are more likely to be embraced by users seeking to enhance their well-being. Additionally, users may be
attracted to cutting-edge technologies that offer advanced features or capabilities beyond existing solutions.

Influential factors with a hindering effect on the adoption of smart and efficient appliances for usage in homes are
concerns about technical performance, reliability, and maintenance issues, as users may worry about the durability
and effectiveness of these technologies over time. Privacy and security risks, including potential vulnerabilities to
cyber-attacks, which could compromise personal safety or lead to unauthorized data breaches. Discomfort during the
retrofit period, where users may experience inconvenience or disruption while transitioning to new smart systems,
leading to risk aversion. Concerns about negative outcomes, such as security breaches, privacy violations, or technical
failures, discourage users from adopting smart technologies due to fears of malfunction or unintended consequences.
Complexity of use and the time required to learn new technologies can deter potential customers, particularly when
systems feature non-user-friendly interfaces that reduce accessibility. Emotional factors such as frustration arising
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from system malfunctions also discourage adoption, as users prefer reliable and seamless technology experiences.
Additionally, grid issues—including capacity limitations and unstable connections—can create barriers to widespread
integration of smart appliances in home environments.

5.4.1.1.2 Home batteries

Home batteries can be used to purchase electricity from the grid when prices are lower and therefore can be seen as
part of the smart grid system

Most influential UTAUT2 constructs: Facilitating Conditions (Access and Financial Benefits)

The reviews clearly showed that the adoption of home batteries is highly influenced by the presence of other
distributed energy resources (DER) technologies that are already installed, especially photovoltaic (PV) systems, which
enhance the integration and benefits of home batteries. Additionally, the recommendations and experiences shared
by informal peers is one of the most important adoption variables, among the promise of tariffs that will be financially
beneficial.

5.4.1.1.3 Peak shaving and Load shifting

Peak shaving and Load shifting include digital services that allow flexible behaviour in energy usage based on demand-
supply criteria.

Most influential UTAUT2 constructs: Performance Expectancy and Facilitating Conditions

The adoption of digital services for peak shaving and load shifting is positively influenced by high potential savings, the
appeal of a trustworthy technology, the desire for status and comfort, and the need for greater control over energy
consumption.

The application of digital services for peak shaving and load shifting faces challenges due to budget constraints of
households, high investment costs, unequal benefit distribution along the value chain (including subcontracting), low
levels of control over appliances and supply, incompatibility with existing equipment, design, or tools, lack of control,
and distrust among stakeholders, and mostly due to privacy and security concerns.

542 Mobility

Literature search — selection procedure:

To identify relevant literature on the acceptance of sustainable mobility services and products, a systematic search
was conducted using Boolean search strings across two platforms. On ScienceDirect, the search string (Mobility OR
electric car OR public transport) AND energy AND acceptance was applied to titles, abstracts, and author-specified
keywords, with results filtered by article type: review. A complementary search on Google Scholar using the terms
mobility solution AND acceptance AND review, restricted to review articles published since 2020 was also conducted.
After data cleaning, the reviews depicted in the table below were identified as relevant and included in the analysis.
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Table 27. Final list of reviews selected for the assessment in the category mobility.

Mobility

Publication (reviews only) Framework used | Relevant Digital
Service or Product
evaluated

Kumar RR, Alok K. Adoption of electric vehicle: a literature Other EV adoption
review and prospects for sustainability. J Clean Prod
2020;253:119911.

https://doi.org/10.1016/j. jclepro.2019.119911.

Gomes I.S.F., Perez Y. & Suomalainen, E. (2020). Coupling None Electric Car use
small batteries and PV generation: A review. Renewable and
Sustainable Energy Reviews, 126, 109835.

Sovacool, B.K. & Griffiths, S. (2020). None Car pooling, ride

The cultural barriers to a low-carbon future: A review of six sharing
mobility and energy transitions across 28 countries.
Renewable and Sustainable Energy Reviews, 119 (109569)

Musida M, Hanafi |, Sukardjo M. Electric Vehicle Shared PICO Framework | Electric Vehicle Shared
Services: A Decade of Innovation, Challenges, and Services
Transformative Impact on Sustainable Urban Mobility — A
Systematic Literature Review. Open Transp J, 2025; 19:
€26671212380759.
http://dx.doi.org/10.2174/0126671212380759250429073257

El Mustapha, H., Ozkan, B. & Turetken, O. (2024). Acceptance | None Mobility as a Service
of Mobility-as-a-Service: Insights from empirical studies on
influential factors. Communications in Transportation
Research, 4 (100119).

Vatamanescu, E-M., Dominici G., et. all (2024). Connecting Technology Electric Car Sharing
smart mobility and car sharing using a systematic literature Acceptance
review. An outlook using Bibliometrix. Journal of Cleaner Model (TAM)
Production, 485: 144333.
https://doi.org/10.1016/j.jclepro.2024.144333

Borragan G., Ortiz, M., Boning, J., Fowler, B., Dominguez, F., None Electric Vehicle
Valkering, P. "& Gearrd H. (2024). Consumers’ adoption Adoption
characteristics of distributed energy resources and flexible
loads behind the meter. Renewable and Sustainable Energy
Reviews, 203: 114745
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Mobility

Bala, H., Anowar, S., Chng, C. & Cheah L. (2023). Review of
studies on public acceptability and acceptance of shared
autonomous mobility services: past, present and future.
Transport Reviews. DOI: 10.1080/01441647.2023.2188619

Theory of
Planned
Behavior,

Theory of

Use of

Technology
Acceptance
Model, Unified

Acceptance and

Technology

Shared Autonomous
Mobility Services

These reviews identified the following characteristics and UTAUT2 dimensions as relevant.

Table 28. Full analysis of variables influencing the user acceptability of digital technologies related to mobility.

Influence on
acceptability
Review Digital Service or Variables used by authors UTI:\UTZ construct / More !.ess
Product variable likely likely
Electric Car Use Hedonic Motivation Hedonic Motivation 1
Vatamanescu | Electric Car USE Performance Expectancy Performance Expectancy 1
(2024) Electric Car USE Effort Expectancy Effort Expectancy 1
Electric Car USe Familiarity Habit 1
Vatamancscu | Smart Mobility Environmental Consciousness Performance Expectancy
(2024) Smart Mobility Technology Embrassment Effort Expectancy 1
Vatamanescu | Urban Air Mobility . .
lel f ke off: Effort E 1
(2024) Services Suitable locations for take offs ort Expectancy
Car Sharing Reserved Parking Slot, Service Quality Effort Expectancy 2
Car Sharing Price Price Value 2
Vatamanescu
(2024) Car Sharing Social Benefits Social Influence 1
Car Sharing Environmental Benefits, Perceived Usefullness Performance Expectancy 2
Vatamanescu | Intelligent Mobility .
E 1
(2024) Management Perceived Advantages Performance Expectancy
Private Car O hip, Ti tation Faciliti
Mobility as a Service rivate ar \{v.ners P, Transportation Faciiities, Facilitating Conditions 5 8
Network Stability
Mustapha et | Mobility as a Service  Habit Habit 3
akl, 2024 Technology Affinity, Individual Innovation,
Mobility as a Service  Openness to try, Waiting time, Perceived Ease of Effort Expectancy 15
Use, Convenience, Useability,
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Influence on
acceptability

UTAUT2 construct / More Less
variable likely likely

Digital Service or
Product

Review Variables used by authors

Need for Control, Perceived Usefullness, Reliability,

Mobility as a Service Perceived Risk, Privacy Protection, Performance Expectancy 13 1
Mobility as a Service  Hedonic Motivation Hedonic Motivation 1
Mobility as a Service  Price Price Value 4
Mobility as a Service  Social Influence Social Influence 3
Electric Vehicle Sust'anjmabl'llty, Battery technology, Operatlona'l
. . Optimisation, Increased energy storage capacity, Performance Expectancy 5 3
Sharing Service Saf Liability. R Anxi Reliabili
Musida M, afety, Liability, Range Anxiety, Reliability
Hanafi | Implementation Efficacy, Reduced Charging Ti
Sukardjo Electric Vehicle mplementation Efficacy, Reduce arging Time,

perception of convenience, perception of Effort Expectancy 4

2025 i i
( ) Sharing Service accessability

Electric Vehicle

. . Lower Costs Price Value 2
Sharing Service

Electric Vehicle Use Hedonic Motivation Hedonic Motivation 6

Identity, Norms, Social Influence, Values, Branding

Electric Vehicle Use & Marketing Social Influence 12 2
. . Specifics to technology, percieved control,
Borragan 2024 Electric Vehicle Use P .I I g.y perciev Performance Expectancy 5 3
environmental benefits,
Electric Vehicle Use Access Facilitating Conditions 3 4
Electric Vehicle Use Financial Benefits Price Value 6
Automated Mobility ~ Convenience Effort Expectancy 1
Sovacool &
Griffiths Smoothed Traffic Flow, Reduced Traffic accidents
Al Mobili ’ ! Perfi E 2 2
(2020) utomated Mobility build-in racial biases, bicycle recognition, erformance Expectancy
Rideshari d
aes arlng an Safety, Reduced Freedome Performance Expectancy 3
Carpooling
Sovacool & Ridesharing and
Griffiths ring Notion of Private Space Facilitating Conditions 1
Carpooling
(2020)
Rideshari d .
aes armg an Cars as a status symbol Social Influence 1
Carpooling
Gomez Perez  Ejectric Vehicles Environmental Concerns Performance Expectancy 1
Suo(r;g;a(l)l)nen Electric Vehicles Attitudes Towards Technology Effort Expectancy 1
Electric Vehicles Hedonic attributes Hedonic Motivation 1
Kumar et al. - A . . .
(2020) Electric Vehicles Charging Infrastructure Facilitating Conditions 2
Electric Vehicles Cost of Ownership Price Value 2
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Influence on
acceptability

Digital Service or UTAUT2 construct / More Less

Review

Variables used by authors

Product variable likely likely
Electric Vehicles Range Anxiety, Job Creation, Pedestrian Safety Performance Expectancy 1 3
Shared Autonomous  Perceived challenge to use technology,
Effort E t 1
Mobility Services Convenience, Ease of Use, Effort Expecancy ort Expectancy 6
Shar(_e<_j Auton.omous Travel Costs Price Value 6
Mobility Services
Travel Time, Comfort, Perceived Usefullness,
Bala et al. shared Autonomous Perceived Risk, Performance Expectancy, Provac Performance Expectanc 6
(2023) Mobility Services ' P ¥ ¥ P ¥
Concerns
Shared Aut . e - - .
arf.e. " On.omous Car Ownership, Faciliating Conditions Facilitating Conditions 2 4
Mobility Services
h A
> ar?(.j utonpmous Social Norms, Social Influence Social Influence 3
Mobility Services

5.4.2.1 Summary of influential factors for digital products and services relevant for mobility

5.4.2.1.1 Electric Vehicles

Electric vehicles thereby means all kind of vehicles that use one or more electric motor for propulsion, powered
primarily by electricity stored in rechargeable batteries. EVs rely heavily on digital services, from battery management
systems, to driving assistance systems, to charging management. Electric vehicles use is probably the most
investigated user acceptance topic in the mobility domain. Surprisingly, one recent review found especially social
influence as very relevant for EV adoption: If a person wants to be seen as someone sharing values that are associated
with EV car use (e.g. sustainable, modern), it is more likely that that person uses an EV. A second aspect also connected
to personality is that hedonic motivation, so the perceived fun someone associated with driving an EV, is a relevant
aspect. In addition, dedicated marketing and branding with regards to these aspects, can help increasing EV uptake.
Another very important aspect are characteristics that are connected to performance expectancy. These can work as
enabler as well as barrier towards EV adoption. The perceived higher sustainability of e-cars for example is an
important enabler of the uptake. On the other hand, several performance expectations can hinder the adoption. Range
anxiety and safety concerns, as well as a perceived lower control are some that have to be named. Another aspect
considered relevant in all examined reviews is the perceived prize value. Facilitating conditions act as a potential
barrier to EV adoption. Especially the availability or non-availability of suitable charging infrastructure play a relevant
role. Effort expectancy, while named in all reviews, seem to play a minor role when it comes to decisions about using
EV. Relevant aspects are for example the expected effort to manage the new technology.

5.4.2.1.2 Car sharing

Car sharing is a single service model where users temporarily access cars on demand, typically through a smartphone
app, without owning them. When EV cars are in the focus, some of the characteristics influencing the uptake of EV car
sharing services are the same as for EV car use. Performance expectancy characteristics that play an important role
are for example perceived environmental benefits or considerations about safety and range expectations. Other
aspects are unique to the sharing aspect, as for example the perceived usefulness of the car sharing service, the
operational optimization or the reliability. Effort expectancy seem to play a more important role than for EV car use
in general. Here, specific reserved parking slots play a role as well as the general service quality, the efficacy of the
implementation of the service, a reduced charging time and the perception of convenience and accessibility. Price
value, although being named, seem to play a reduced role, as well as social influence.
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5.4.2.1.3 Ride Sharing and Car-Pooling

Ride sharing refers to digitally coordinated transport services, where a driver picks up passengers heading in a similar
direction. Carpooling means that two or more people share a private vehicle to travel together to a common
destination, usually on a recurring basis.

These services were only analysed in one review with a special focus on cultural influence. Most relevant UTAUT2
dimension thereby is performance expectancy with aspects that are related to the perceived safety of traveling with
strangers and a reduced freedom that comes with being dependent on others. Other aspects that can become relevant
is the facilitating condition of having different notions of considering (or not considering) cars as private space and
social influence if owning a car is considered as a status symbol.

5.4.2.1.4 Mobility as a Service

Mobility as a Service refers to holistic digital platforms that integrate multiple transport services, including car sharing,
public transport, ride hailing, bike/scooter sharing, taxis, etc. into a single interface for trip planning, booking and
payment.

Mobility as a Service was analysed in one review. Thereby, effort expectancy was identified as very relevant for the
uptake. Influential characteristics are one the one hand considerations on how easy it would be for a person to use
the tools necessary for the service, being dependent on technology affinity, degree of individual innovation and
openness to try new things. The second aspect covers characteristics related to convenience, such as average waiting
time, perceived ease of use, and usability. Performance expectancy is similar relevant, covering aspects as perceived
usefulness, reliability, perceived risk and privacy protection. Facilitating conditions, covering aspects as the quality of
transportation facilities, or the network stability also play a role. Owning a private car reduces the probability to use
mobility as a service. Price value, social influence and habit play a minor role.

5.4.2.1.5 Automated Mobility

Automated mobility refers to transport systems and services that operate with minimal or no human intervention,
powered by automation technologies. Automated mobility is yet to be enrolled in large scale; however, it comes with
specific aspects of user acceptance, especially related to performance expectancy. An uptake might be driven by the
expectation of smoothening traffic flow and reducing traffic accidents. On the other hand, there are also associated
fears since for example in the past it has been proven that the Al in the cars is better in detecting pedestrians of a
specific skin colour or that generally it has troubles for example in identifying bicycles as such. In terms of effort
expectancy there is the hope that automated mobility might provide a very high level of convenience.

5.4.2.1.6 Shared Autonomous Mobility Services

Shared autonomous mobility services combine all services mentioned above to provide transport services using
autonomous (self-driving) vehicles that are shared among multiple users.

The acceptance of these services is strongly dependent on characteristics related to performance expectancy: A
reduced travel time, high comfort, and a high perceived usefulness can enable the uptake, whereas a high perceived
safety risk and privacy concerns might hamper it. In addition, effort expectancies play an important role: Here,
perceived challenges to use the technology, convenience and ease of use are relevant. A high price and non-supportive
facilitating conditions (such as a high number of people owning a private car) might also hamper the uptake. Social
influence plays a minor role but still can support the uptake.
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5.4.2.1.7 Intelligent Mobility Management

Intelligent Mobility Management refers to the strategic use of digital technologies, real-time data, and automated
systems to optimize and coordinate transport operations and infrastructure. It focuses on managing the flow of people
and goods efficiently by supporting decision-making for traffic control, public transport optimization, fleet
coordination, and infrastructure usage. Operating mostly in the background, it enables smoother traffic, reduces
congestion, and enhances safety and sustainability across the mobility system. Relevant for the uptake is especially
performance expectancy and perceived advantages of this service.

5.4.2.1.8 Urban Air Mobility Services

Urban Air Mobility (UAM) services refer to the use of small, highly automated aircraft to transport people or goods
within and around urban areas. These services are also in a developmental stage. However, effort expectancy, as for
example suitable locations for take-offs and landing, seem to play a role in user acceptance.

5.4.3 Infrastructure and Industrial Processes

Literature Search and Selection Process

To ensure a thorough exploration of academic research on energy acceptance in industrial and infrastructure
contexts, a systematic literature search was conducted across two major databases: ScienceDirect and OpenAlex.
The search was executed in multiple stages to capture a wide range of relevant studies.

1) First Search: Energy Acceptance in Industrial Processes and Infrastructure

The following Boolean query was applied:
("infrastructure" OR "industry" OR "industrial processes") AND "energy" AND "acceptance"

e Search parameters:
e ScienceDirect (Search date: May 21, 2025)
o Applied to titles, abstracts, and author-specified keywords.
o Retrieved 121 results, filtered to include only review articles.
e OpenAlex (Search date: May 21, 2025)
e Applied to titles and abstracts.
e Retrieved 97 results, filtered for review articles.

After merging results from both sources, 218 publications were identified. Following duplicate removal (10
redundant entries), the dataset was refined to 208 unique records.

2) Second Search: Demand Response, Flexibility, and Grid Acceptance in Industry

e Asecond Boolean search was executed with the following query:
("demand" OR "response" OR "flexibility" OR "load" OR "grid") AND "acceptance" AND ("industry" OR
"sector" OR "infrastructure")

e Search parameters:
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e ScienceDirect (Search date: May 21, 2025)
o Applied to titles, abstracts, and author-specified keywords.
o Retrieved 186 results, filtered for review articles.
e OpenAlex (Search date: May 21, 2025)
o Applied to titles and abstracts.
o Retrieved 365 results, filtered for review articles.

After consolidating findings, a total of 551 publications were obtained. Following 9 duplicate removals, 542 unique
records remained.

3) Final Selection and Screening Process

Combining results from both searches yielded 750 review articles. After identifying 94 duplicates across both
searches, the dataset was refined to 656 unique records.

A structured screening based on title and abstract relevance reduced the dataset to 17 reviews, focusing on key
themes such as:

e Theoretical frameworks applied (mentioning of variables and quantifiable analysis)

e Empirical findings relevant to the study's scope (e.g. Industry-specific acceptance factors, demand response
and grid flexibility considerations, ...)

A final in-depth reading and assessment was conducted, leading to a refined selection of 2 key publications that
provide the most comprehensive insights into the study topic.

Table 29. Final list of reviews selected for the assessment in the category infrastructure and industrial processes.

Buildings
Publication (reviews only) Framework | Relevant Digital Service or Product
used evaluated

Joy Billanes, Zheng Ma, and Bo Jérgensen, ‘Data-Driven | No specific | Smart home technologies for energy

Technologies for Energy Optimization in Smart monitoring and management, real time
Buildings: A Scoping Review’, Energies 18, no. 2 (10 monitoring and energy distribution
January 2025): 290-290, management
https://doi.org/10.3390/en18020290

Timo von Wirth, Linda Gislason, and Roman Seidl, No specific | Energy hubs, smart grids and micro-
‘Distributed Energy Systems on a Neighborhood Scale: cogeneration in a smart grid

Reviewing Drivers of and Barriers to Social
Acceptance’, Renewable and Sustainable Energy
Reviews 82 (2018): 2618-28,
https://doi.org/10.1016/j.rser.2017.09.086.
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Table 30. Full analysis of variables influencing the user acceptability of digital technologies related to

infrastructure and industrial processes

Review

Digital Service or Product

Category used by authors

Influence on
acceptability

More Less
likely likely

UTAUT2 construct /
variable

Demand side management . . . .
. Financial benefits, Perceived e as i,
(smart building and . Facilitating Conditions 1 1
L Behavioural Control
digitalisation)
Demand side management
(smart building and Values Social Influence
Mata et | digitalisation)
al. 2021 | Demand side management
(smart building and Financial barriers Price Value
digitalisation)
Demand side management
(smart building and Specifics to technology Performance Expectancy 1
digitalisation)
Financial benefits, Perceived
Demand side management Behavioural Control, Facilitating e .
(demand-supply flexibility) Conditions, Financial benefits, Facilitating Conditions >
Access, Compatibility
D .
Mata et | Demand side managgmgnt Branding & Marketing, Values Social Influence 2
al. 2021 | (demand-supply flexibility)
Demand side management Outcome Expectations, Attitudes Performance Expectanc 6 3
(demand-supply flexibility) & Beliefs, Specifics to technology P ¥
Demand side managfem.ent Financial barriers Price Value 3
(demand-supply flexibility)
Demand side management
(business) (demand-supply Branding & Marketing, Norms Social Influence 2 1
flexibility)
Demand side management
(business) (demand-supply Attitudes & Beliefs Performance Expectancy 1
flexibility)
Demand side management
Mata et . . .
(business) (demand-supply Price Value Price Value 3
al. 2021 L
flexibility)
Demand side management
(business) (demand-supply Access, Compatibility Facilitating Conditions 2
flexibility)
Demand side management
(business) (demand-supply Complexity Effort Expectancy 2
flexibility)
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Review Digital Service or Product

Category used by authors

UTAUT2 construct /
variable

[\ [e]¢] Less
likely likely

European union

Distributed energy systems
(business and community Identity, Norms, Values Social Influence
. members)
Wirth, .
. Distributed energy systems
Gislason, . . .
.| (business and community Complexity Effort Expectancy
and Seidl
5018 members)
Distributed energy systems
(business and community Financial barriers Price Value
members)
- ol fits. Facilitati
Distributed energy storage |nan.c.|a benefits, Facilitating Facilitating Conditions -
conditions
Mata et R - - .
L 2021 Distributed energy storage Branding & Marketing Social Influence 1 1
al.
Distributed energy storage Attitudes & Beliefs Performance Expectancy 1
Distributed energy storage Financial barriers Price Value 1
Dlstr-lbuted energy storage Branding & Marketing, Norms, Social Influence 1
(business) Values
Distributed energy storage . .
Mata et | (business) Attitudes & Beliefs Performance Expectancy 1
al. 2021 istri
D|str'|buted energy storage Financial barriers Price Value
(business)
Dlstr.|buted energy storage Access, Compatibility Facilitating Conditions 2
(business)
5.4.3.1 Summary of influential factors for digital products and services relevant for infrastructure

and industrial processes

5.4.3.1.1 Distributed energy systems (DESs) and storage

DESs and storage “refers to an energy system in which energy conversion units are located close to energy consumers.
In addition to the distribution of technology, a distributed energy system means the reallocation of decision-making,
expertise, ownership, and responsibility in terms of energy supply.” (Alanne & Saari, 2006). Examples for DES according
to the reviewed literature are energy hubs, smart grids and micro-cogeneration in a smart grid, and energy storage
possibilities.

Most influential UTAUT2 constructs: Social Influence and Facilitating Conditions, and Price Value

The highest impact on the acceptance and adoption of DESs have social factors, whereas co-ownership and local
benefits have been reported as most influential. Co-ownership is an important factor that influences local support and
acceptance of DESs. The possibility of providing feedback on the generated and consumed energy enhances
engagement and fosters a sense of participation among users. The concept of a “community microgrid” is often
perceived as more trustworthy, as households and companies investing jointly in these new technologies contribute
to greater awareness of electricity consumption. Behavioural changes are most pronounced among households that
actively choose to install micro-generation, demonstrating the role of personal involvement in adoption. Additionally,
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studies have shown that even sceptics of renewable energy may express interest in becoming co-owners of
decentralized energy production, such as wind farms.

Highlighting local benefits—rather than focusing solely on advantages for external providers—can further encourage
adoption. The perception of technology as easy to use and beneficial to society and the environment plays a crucial
role in public acceptance. Local income generation, local control over energy resources, and involvement in planning
permissions are also significant contributors to the acceptance of decentralized energy solutions. Moreover, active
participation by the local population in decision-making and implementation fosters trust and acceptance, whereas
externally imposed solutions often face resistance.

Consumers’ moral obligation to use sustainable technology, along with personal norms, has been found to significantly
influence the acceptance of smart metering in households. Market-driven demand, branding advantages, and clear
information and labelling all play a role in increasing adoption rates. Finally, environmental values are central to the
acceptance of distributed energy hubs, as users evaluate these technologies based on the extent of local benefits—
whether economic, environmental, or social.

Among the facilitating conditions that encourage the adoption of DESs are subsidies that reduce the financial burden
on consumers and make these technologies more accessible. High potential savings also play a crucial role, as users
are more likely to invest in DESs when they see significant long-term cost reductions in their energy consumption.
Governmental policy support further strengthens adoption by providing regulatory frameworks, incentives, and
funding programs that promote the development and implementation of sustainable energy solutions.

Several factors were reported as hindering the adoption of DESs: One significant challenge is that professionals may
lack sufficient knowledge and expertise in implementing and managing these technologies effectively. Institutional
barriers and regulatory complexities can also slow down adoption, as unclear policies or administrative hurdles may
create obstacles for users and investors. Additionally, governments and energy utilities are often perceived by
consumers as the primary responsible entities driving energy transitions, which can lead to passive engagement from
individuals and local communities. When people assume that large institutions will handle the shift toward sustainable
energy, they may feel less inclined to take initiative or invest in decentralized solutions themselves. Furthermore,
concerns about compatibility with existing equipment, design, or tools present another obstacle, as users may hesitate
to adopt new systems if integration with their current infrastructure is difficult or requires costly modifications.

One major challenge is that financial backing to invigorate the market has not yet emerged, making it difficult for
businesses and consumers to invest confidently in these technologies. Additionally, the amount of available funding is
unlikely to stimulate the market sufficiently to lower the capital costs of micro-generators in the near future, thereby
limiting affordability and accessibility. The costs of retrofitting the existing building stock further pose a financial
burden, discouraging widespread adoption, especially for older infrastructures that require significant modifications.

Budgets and profit considerations also play a role, as high investment costs make decentralized energy solutions less
attractive for businesses and homeowners. Limited government support adds to the challenge, with many users
lacking the financial incentives or policy-driven assistance needed to facilitate adoption. While some private PV
owners, representing a small minority of consumers, would be willing to make their storage systems available as a
balancing load for the grid operator, the acquisition of new batteries for the vast majority of consumers remains
dependent on additional incentives. Without adequate financial and policy support, widespread integration of DESs
remains difficult.

5.4.3.1.2 Demand side management

Demand side management corresponds to “demand response potential” (from D2.1) and is mainly relevant to DSOs,
TSOs and energy suppliers, while the acceptance was investigated among private customers. It includes smart
buildings and digitalisation as well as the demand-supply flexibility offers.
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Most influential UTAUT2 constructs: Social Influence, Performance Expectancy, Facilitating Conditions, and Price Value

For businesses as end users several factors contribute positively to the use and acceptance of demand side
management services. Market-driven demand plays a significant role, as businesses are more likely to invest in
solutions that align with current economic trends and offer competitive advantages. Additionally, integrating DR
technologies into corporate sustainability strategies can be beneficial for a brand, enhancing its reputation as an
environmentally responsible and forward-thinking entity. The customer image of DR also influences adoption, as users
are more inclined to engage with energy management systems that are perceived positively and associated with
efficiency, cost savings, and environmental benefits. An appealing and trustworthy technology is crucial for
widespread implementation, as consumers seek solutions that are reliable, user-friendly, and capable of delivering
tangible benefits in terms of performance and energy optimization

Factors relevant for professional end users that may impede the use of demand-side management services are the
complexity of installation and operation, which can make implementation time-consuming and technically demanding.
In some cases, the overall complexity of integrating these systems may exceed the perceived benefits, leading
professionals to hesitate or opt for alternative solutions. A lack of knowledge among professionals further contributes
to slow adoption, as insufficient expertise in demand-side management technologies may prevent effective
implementation and utilization. Institutional barriers and regulatory complexities present additional challenges, as
unclear policies and administrative requirements can create obstacles for businesses attempting to incorporate
demand-side management practices. Moreover, compatibility issues with existing equipment, design, or tools can
hinder integration, requiring costly modifications or replacements to align with new systems.

For private end users, several factors positively contribute to the usage of demand-side management services. Social
and egalitarian worldviews play a significant role, as individuals who prioritize fairness and shared responsibility are
more likely to engage in energy-saving practices. A willingness to pay for sustainable solutions further supports
adoption, especially among users who recognize the long-term benefits of such technologies. Strong environmental
values and a deep connectedness to nature encourage users to embrace demand-side management, as they aim to
reduce their ecological footprint and contribute to a cleaner environment. Information and labelling also facilitate
adoption by providing users with clear and accessible details about energy-efficient technologies, allowing them to
make informed decisions. Additionally, the successful implementation of demand—supply flexibility requires novel
models of interaction, particularly those based on trust and transparent communication between energy providers
and consumers.

Performance expectancy factors that positively influence adoption include indoor comfort, as users prioritize
technologies that enhance living conditions and provide a pleasant environment. Appealing and trustworthy
technology plays a crucial role, with transparent communication and trusted relationships fostering confidence in new
solutions. Additionally, increased self-sufficiency is a key driver, as users value the ability to manage their energy
consumption independently and reduce reliance on external providers.

Facilitating conditions driving the usage of demand-side management services include subsidies that make energy-
efficient technologies more financially accessible and encourage adoption. High potential savings also play a crucial
role, as users are more inclined to invest in these solutions when they see tangible reductions in their electricity costs.
Interactive feedback on electricity prices and usage enhances engagement by providing consumers with real-time
insights, enabling them to optimize energy consumption effectively. Additionally, governmental policy support
strengthens adoption by establishing regulatory frameworks, incentives, and funding programs that promote the
integration of demand-side management services into everyday energy practices.

Major hindering factors for the usage and acceptance of demand-side management services include financial

constraints related to budgets and profits, as high initial investment costs and long payback periods deter potential
adopters. The distribution of benefits along the value chain, including subcontracting arrangements, can lead to
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discrepancies in incentives and reduce overall interest in adoption. Fluctuations in electricity sales due to market
changes create uncertainty, making it difficult for stakeholders to commit to demand-side management strategies.

Limited government support further slows adoption, as the lack of strong regulatory frameworks and financial
incentives reduces accessibility for users. Split incentives also pose a challenge, particularly in situations where the
costs and benefits of energy efficiency measures are unevenly distributed between property owners and tenants. A
lack of control over energy management systems may discourage adoption among users who prefer direct oversight
and customization of their consumption.

Additionally, households often lack sufficient information about the benefits and functionality of demand-side
management services, limiting their willingness to engage with these technologies. Institutional barriers and
regulatory complexities add to the challenges, as unclear policies and administrative hurdles create obstacles for
implementation. Compatibility issues with existing equipment, design, or tools present further difficulties, requiring
modifications or replacements that may be costly and time-consuming.

5.5 Further considerations and Conclusions

While new technologies can be beneficial in many terms for the intended end users, their acceptance, adoption and
use are not self-evident. Depending on the type of the product or service, its market maturity and improvements in
design (with and without user involvement), the factors for acceptability vary.

Private users will buy technologies and appliances for a smart home more likely if their use leads to financial benefits,
their integration (into user’s lifestyles and practices) is seamless, and the sufficient information and support is available
from various stakeholders. Vice versa the adoption of such technologies is hindered financial constraints (budgets,
investment cots, lack of subsidies), perceived low levels of control and lack of knowledge among professionals and
households leading to uncertainty, concerns about technical performance (effectiveness), maintenance issues, and
reliability.

The reviews clearly showed that the adoption of home batteries is highly influenced by the presence of other
distributed energy resources (DER) technologies that are already installed, especially PV systems.

The adoption of digital services for peak shaving and load shifting is mainly influenced by financial aspects, i.e. high
potential savings are driving while budget constraints of households and high investment costs are slowing down the
adoption.

For electric vehicles (EVs), key enablers include social influence—such as the desire to be perceived as modern and
sustainable—and hedonic motivation, particularly the enjoyment of driving. Performance expectancy acts both as a
motivator (e.g. perceived sustainability) and a barrier (e.g. range anxiety, safety concerns, reduced control). High cost
and insufficient charging infrastructure are additional barriers. Car sharing shares several determinants with EV use,
but effort expectancy—like service quality and convenience—plays a more significant role, while price value and social
influence are less relevant. Ride sharing and carpooling are primarily affected by perceptions of safety, freedom loss,
and the notion of private space. Mobility as a Service (MaaS) adoption is largely driven by effort expectancy—
especially usability, convenience, and openness to technology—and performance expectancy, including reliability and
privacy concerns. Facilitating conditions and car ownership also impact uptake, while price, social influence, and habit
are less influential. Automated mobility is shaped by high expectations regarding traffic flow and safety
improvements, though concerns about technological biases and limitations pose barriers. Shared autonomous
mobility services hinge on performance (e.g. travel time, comfort, safety) and effort expectancy (ease of use), while
high costs and poor facilitating conditions can deter use. Intelligent mobility management is mainly adopted when
users perceive clear performance benefits like improved traffic flow and sustainability. Finally, urban air mobility
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services face acceptance challenges primarily tied to effort expectancy, especially the availability of suitable take-off
and landing locations.

The most influential UTAUT construct for decentralized energy systems (energy storage, smart grid) is social
influence, among the reported variables co-ownership and local benefits are prevalent. The perception of technology
as easy to use and beneficial to society and the environment plays a crucial role in public acceptance, wherefore
highlighting local benefits—rather than focusing solely on advantages for external providers—can further encourage
adoption. Additionally, subsidies reduce the financial burden on consumers and make these technologies more
accessible. A lack of professional knowledge and expertise in implementing and managing these technologies
effectively is a significant challenge for users to adopt these technologies. Another one are financial considerations, as
the high investment costs make it difficult for businesses and private consumers to confidently support the change of
the energy system.

For private end users, social and egalitarian worldviews play a significant role for the usage of demand-side
management services. Promising households a pleasant indoor environment coupled with high potential savings will
drive the adoption. Vice versa financial constraints along with long payback periods slow down adoption. Institutional
barriers and regulatory complexities and a lack of sufficient information about the benefits and functionality of
demand-side management services add to the challenges.

Businesses are more likely to invest in solutions that align with current economic trends and offer competitive
advantages, wherefore market-driven demand plays a significant role for the adoption of demand-response
management services. Additionally, integrating demand-response technologies into corporate sustainability
strategies can enhance the reputation as an environmentally responsible and forward-thinking entity. The complexity
of installation and operation can make implementation time-consuming and technically demanding and may impede
the use of demand-side management services by professional end users. In some cases, the overall complexity of
integrating these systems may exceed the perceived benefits, leading professionals to hesitate or opt for alternative
solutions.

5.5.1 Implications for User-Centric Design and Rollout Strategies

If involved properly end users can act as a bridge between the innovation and its real-world application. Treating them
as active partners—instead of mere recipients—unlocks better design, smoother roll-outs, faster adoption, and
greater carbon reduction potentials. Recommendations for developers, service providers and public authorities are,
among others:

e Early user involvement ensures that services and products match real-world needs. Establishing strong, user-
centric engagement strategies helps build confidence and encourages widespread participation in energy
management solutions.

e Transparent communication and professional support help users to feel confident in adoption, especially if
households lack information and the complexity is high.

¢ Financial incentives during operation of the new technology products (e.g. potential energy savings) and
subsidies that are lowering the barriers during initial uptake are considerable regulating screws that are worth

to be considered for any emergent technology.

e Compatibility with already present technologies and lifestyles facilitate the uptake of new solutions and their
integration (e.g. seamless integrated products without additional installations and changes in practices).
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¢ Highlighting local benefits and altruistic values in a globalised and digitalised world can activate those users
that are not technologically affine or incentivised by financial benefits.

e Providing necessary and accessible infrastructure (such as charging stations and safe and convenient public
spaces associated with services) further help reduce potential barriers.
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6 Summary of Main Findings

This report, Deliverable D2.2 of the EVERY1 project, set out to address critical aspects hindering the effective
procurement and adoption of digital technologies essential for a widespread and inclusive energy transition. The
primary objectives were to identify technical gaps and requirements, analyse the economic feasibility of key digital
energy services, collate practical tools to support stakeholders in their data-driven decisions, and develop a robust set
of best practices and user acceptability criteria.

The project has successfully delivered on these objectives. Key achievements include a comprehensive analysis of
technical prerequisites, particularly concerning privacy (GDPR), cybersecurity (aligned with NIS2 and ETSI standards),
and interoperability (leveraging frameworks like SAREF). Furthermore, detailed economic feasibility assessments,
including Cost-Benefit Analyses and sensitivity analyses, were conducted for eleven distinct digital energy services,
providing valuable insights into their financial viability. A significant output is the curated repository of practical tools,
now accessible via the EVERY1 Knowledge Hub, providing valuable resources for stakeholders wishing to evaluate the
financial and economic aspects of digital energy services and make informed decisions. Crucially, this deliverable also
presents a novel set of best practices and acceptability criteria, systematically developed based on the UTAUT2 model,
to guide the evaluation of digital technologies from a user-centric perspective.

The significance of these findings lies in their direct contribution to demystifying the complex landscape of digital
technology procurement for a diverse range of stakeholders, including energy communities, DSOs, technology
providers, and policymakers. By providing clear guidance on technical considerations, economic implications, and
factors influencing user acceptance, this report aims to lower adoption barriers, reduce investment risks, and foster
greater trust in digital solutions. This directly supports the EVERY1 project's overarching goal of enabling broader
citizen and community engagement in the energy transition, thereby contributing to the European Union's strategic
objectives for digitalisation, decarbonisation, and a more resilient, citizen-focused energy system. The European added
value is manifested in offering a consolidated framework and resources that address shared challenges across Member
States, promoting a more harmonised and effective approach to digital technology deployment.

While this report offers a comprehensive overview, the dynamic nature of digital technologies and the varying maturity
of the assessed services mean that continuous monitoring and adaptation of these frameworks will be beneficial. For
example, the available economic data for services still in their nascent stages is expected to develop further as these
services mature.

It is recommended that stakeholders actively utilise the frameworks, tools, and criteria presented in this report to
inform their procurement strategies and digital transformation roadmaps. The insights and resources provided herein
are intended to foster more effective and user-centric adoption of digital technologies in the energy sector.

In conclusion, Deliverable D2.2 provides a critical toolkit of enabling resources — technical insights, economic
evaluations, practical assessment aids, and user-acceptance frameworks — to facilitate the sound and successful
procurement of digital technologies. By addressing these multifaceted challenges, this work makes a substantial
contribution to the EVERY1 mission and supports the European Union’s vision for an inclusive, efficient, and digitally
empowered energy future for all its citizens.
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